
Overview of the Information Technology Industry:  From Data Generation, Storage and Processing to Data Transportation and Consumption

Data Center Applications Categories
(Data center infrastructure management (DCIM) software/applications help operators run data center operations more efficiently, dictate 

how the data center equipment functions, and provide centralized management of data center performance, such as efficient energy
utilization, machine learning

Enterprise Computing On-Premises (i.e., at the Core)

Key Data Center Applications Developers
Cisco Systems

Enterprise Computing at the Edge
THE DATA CENTER

The data center centralizes a business enterprise’s
shared IT operations for the purpose of storing,
backing up and recovering, managing, processing,
and disseminating data and applications. It
consists of (a) building or facility large enough to
house energy-consuming IT equipment in a
climate-controlled environment, (b) equipment and
software to run IT operations and store data and
applications (these “core components” include
servers, storage systems, networking infrastructure
such as hubs, switches, routers, bridges,
gateways, multiplexers, transceivers, and
information security elements such as firewalls,
VPN gateways, and intrusion detection systems),
(c) support infrastructure (i.e., equipment
contributing to securely sustaining the highest IT
system availability and reliability possible—
99.671% to 99.995% availability) such as
uninterruptible power sources, environmental
control systems, and physical security systems,
and (d) operations staff to monitor and maintain the
IT and infrastructure equipment on a 24/7 basis.
Because they house the organization’s most critical
asset (data), data centers are crucial for daily
operations and business continuity of an enterprise
and are viewed as top priorities. There are more
than 7 million data centers worldwide. Due to the
public cloud, modern data center infrastructures
have evolved from on-premises physical servers to
virtualized platforms that supports applications and
workloads across multi-cloud environments.

EDGE COMPUTING NETWORK
Edge Network Devices
Edge Computing Servers

Edge Data Center

Device Makers

Dell EMC
Google Cloud

IoT Hardware/Connected 
Home Products

OFFICE COMPUTING
Stationary Computing Devices

Desktop Computers

Workstations

Thin Clients

Key Stationary Device Makers

Dell / VMWare
Apple

HP

Lenovo
Samsung

Mobile Computing Devices

Laptop Computers

Smartphones

Tablets

Key Mobile Device Makers

Dell
Apple

HP

Lenovo
Samsung

Printer/Copy Machines

Desk Phones/ Landlines

Virtual Machine Ware and 
Tools

(Keyboard, Video, Mouse or 
KVM and Virtual Machines on a 

Personal Computer)

Key Business Applications Categories

Contract 
Management

(Pramata, 
Concord, Agiloft)

Productivity 
(Office Email, 

Document 
Processing, 

Spreadsheets) 
(Microsoft Office 
365, Google G 
Suite, Apple)

Payroll (ADP)
Billing 

(Invoice Simple, Chargebee)
Selected Business Applications Developers

Oracle

Expense Reports (SAPConcur)

Virtual Meeting 
(Zoom, Cisco Webex)

Project Management
(Jira, monday.com, Trello 

Smartsheet, Wrike, ClickUp, 
Nifty, Basecamp, Hive Asana)

Business 
Messaging (Slack)

HR Management 
(Oracle, Ultimate 
Software, SAP, 

Workday)

Accounting (QuickBooks)

Procurement and Supply 
Chain Management
(SAP Ariba, Negotiatus, 

Oracle, Logility)

Purchase Order 
and Inventory 
Management

(Bellwether, Fraxion)

R&D Lab 
Manage(Quartzy) 

Microsoft Alphabet/Google Zoom SAP

Electronic 
Signatures
(DocuSign)

Document Storage 
(DropBox)

Cisco Systems

High Volume 
E-Commerce / 

Payments
(IBM, Clover, 

PaymentCloud, 
Merchant One, 

PayPal)

AWS
Intel

Microsoft IBM
SAP

Oracle
HuaweiCisco Systems Equinix

ADLINKEdge Intelligence

Business 
Intelligence/Data 

Visualization (Retrieval 
and Manipulation of Data 
from Multiple Sources to 
Provide Single Customer 
View of Overall Data and 

Actionable Insights) 
(Microsoft, Tableau, Qlik, 
Salesforce, Snowflake)

DATA CENTERS

Data Storage, 
Management,  

Backup & Recovery
Big Data, 
Machine 
Learning, 
Artificial 

Intelligence 
(Algorithms)

Middleware
(Open application 

programming interface 
software that acts as a 

bridge between an 
operating system and the 
applications running on it) 

Data Center Performance Monitoring
(Data center device discovery, rack and floor space planning 

management, chilled water system, connectivity analysis, 
capacity utilization, network downtime, energy cost and utilization, 

tracking for physical, virtual, and cloud-assets, open application 
programing interface (API) to enable two business application to 

communicate, and temperature management, KPI tracking)

PLANT 
AUTOMATION

Plant Automation 
Equipment and 

Software

Control, 
Monitoring, and 
Safety Systems

Drives

Robotic 
Equipment

Control Room 
Solutions

Human Machine 
Interface

Motion Control

Key Industrial  
Automation 

Makers

ABB
Emerson 
Process 

Management

Siemens
Rockwell 

Automation

Key Data Center Categories

Data Center Device Manufacturers

Dell Technologies 
(Servers, Storage)

HPE 
(All Categories)

Standard Servers
High Performance 
Computing Servers

Mission Critical Servers
Wired and Wireless 
Local Area Network 

(LAN)
(WIFI Access Points, 
Switches, Routers, 

Sensors, and Related 
Software)

Software-Defined 
Wide Area Network 

(WAN)

Primary Storage
Data Storage

Unstructured Data 
StorageApplications Servers

Web Servers
Database Servers

Media Servers

Microsoft Servers 
(Servers)

IBM Systems Hardware
(Servers, Storage)

Cisco System
(All Categories)

Extreme Networks
(Networking)

Lenovo Group 
(Servers, Storage)

Net App
(Servers)

Arista Networks
(Networking)

Juniper Networks 
(Networking)

Storage Arrays

Firewalls

Load Balancer

Security

Application Delivery 
Controllers

Servers

Networking Equipment

Schneider 
Electric

Honeywell
Real-time Data 

Collection
Workload 

Optimization

EDGE COMPUTING
Edge computing is the practice of capturing,
storing, processing, and analyzing data near the
client (i.e., where the data is generated, such a
personal computing device) instead of in a
centralized data-processing warehouse. At the
edge of any network, there are opportunities for
positioning servers, processors, and data
storage arrays as close as possible to those
who can make best use of them. Where a
business enterprise can reduce the distances,
the speed of electrons being essentially
constant, it can minimize latency (i.e., lag or
delays in communication over a network). A
network designed to be used at the edge
leverages this minimal distance to expedite
service and generate value. Essentially, edge
computing works by pushing data, applications
and computing power away from the centralized
network to, and running workload at, its
extremes. In technical terms, it is referred to as
a “distributed IT network architecture” that
enables mobile computing for data produced
locally. By contrast, massive amounts of
centralized data often mean more risk,
increased time spent sorting through less helpful
data in the data center or cloud, and a heavier
investment in enterprise security. Edge
computing takes some pressure off data centers
by processing and storing data at a local server
or device level.

Oracle Adobe Systems IBM Microsoft Servers Schneider ElectricHPEApache Salesforce

PERSONAL COMPUTING
Personal computing is the act of processing, analyzing, and storing data on a personal
computing device (i.e., a device designed for only one person to use at a time). Although
computing is often done through applications hosted in the public cloud, many data processing
actions can be done entirely within the personal computer. Personal computers fall into several
categories, differentiated by their size: desktop computers, laptops, smartphones, and tablets.
A desktop computer is designed to be used at a desk and is seldom moved. Its essential
components consist of (a) external parts such as a keyboard, a mouse, and a monitor and (b)
internal parts, including the central processor (the brain), memory, and storage. Desktop
computers are on the expensive end of the cost spectrum and tend to be more powerful than
their smaller relatives, can run a variety of applications, and can be enhanced with additional
storage drives and memory. A laptop (also called a notebook) is portable and designed to fold
up like a notebook for carrying and storage. It includes a built-in screen, keyboard, pointing
device (instead of a mouse). Laptops can run most software applications, are more expensive
than tablets and smartphones, but they are not customizable or upgradable. A tablet is a
portable computer consisting of a touch-sensitive screen mounted on a plastic frame with a
small computer components inside. It has no physical keyboard or pointing device, but a
software-based keyboard appears on-screen when needed. Though convenient because of
their extreme portability, tablets have limited memory and storage and can run desktop
computer applications. A smartphone is a mobile phone that has a touch-sensitive screen and
can run applications (e.g., music and photo organizers, games, location-aware applications,
and a navigation program). However, it lacks the power and is not customizable.

Personal Computing on DeviceEnterprise Computing in the Cloud
PERSONAL COMPUTING

Personal Computing Devices
Smartphones

Tablets
Desktop Personal 

Computers

Wearables 
(Smartwatches and 

Fitness Devices)

Gaming Consoles
Laptop Personal 

Computers 

Key Applications Categories
Calendar Service

Productivity
(Spreadsheets, 
Documents, and 
Presentations)

Music, Storage and 
Organization

Dictionary and 
Language 
Translation

Navigation / Maps
Photos, Storage 
and Organization

eBooks, Storage 
and Organization
Games, Storage 
and Organization

Web Search

Selected Applications Developers
Apple 

(Apple Maps, iCal, 
Pages, Keynote, 

Numbers)

Amazon
(eCommerce, Books, 

Music)

Google
(G-Suite--Slides, 

Sheets, Docs, Earth, 
Contacts, Calendar, 
Maps, Play Music, 

Stadia, Photos)

Microsoft 
(Word, Excel, 
PowerPoint)

Selected Device Makers

eleks

WillowTree

Y Media Labs

OpenXcell

GeekyAnts

Integrated 
Manufacturers

Apple
Amazon
Google

Original Equipment 
Manufacturers

Dell

Lenovo

Huawei

Xiaomi

Samsung

Sony

HP

ASUS
Acer

Sharp

Toshiba

FujitsuOperating System 
Developers

(Licensors to OEMs)

Alphabet 
(Google Android OS)

Microsoft 
(Windows OS)

Personal Digital 
Assistants (Alexa)

LG

PERSONAL CLOUD 
COMPUTING

Cloud Services
File Backup
File Sharing

Cloud Storage
(Photos, Music, Contacts, 

Calendars, Mail, Documents, 
eBooks, Games)

Productivity
(Email, Spreadsheets, 

Documents, Presentations)

Online Shopping

Navigation and 
Location Services

Representative Cloud 
Service Providers
Amazon Worldwide 

Consumer
(Amazon Drive)

Microsoft Office 
Consumer

(Microsoft OneDrive)

Alphabet/Google 
Services

(Google Drive)
Apple iCloud

(Apple Users Only)

HOW THE CLOUD WORKS FOR 
INDIVIDUAL CONSUMERS

When a customer uses a cloud-
based application (e.g., a
document storage application
such as Dropbox), the customer
is allotted a certain amount of
storage space in an online server
known as "the public cloud.”
These servers are owned by
cloud service providers (e.g.,
Amazon Web Services, Google
Cloud Platform, and Microsoft
Azure). Though small by
comparison, companies like
Dropbox also function as a cloud
service provider for users of its
application. After the customer
installs the Dropbox app on his or
her personal computing device,
any files that the customer stores
locally on his or her personal
device will be copied to the
Dropbox server as well. If the
customer make changes to these
files in one place, updates are
automatically mirrored
everywhere. By synchronizing
Dropbox files locally and online,
the customer can easily access
these files anywhere and share
them with others more easily.

Social Media

Facebook
(Facebook Users Only)

Microsoft Azure operates over 200 data centers
in 34 countries. The company recently
announced plans to build 50 to 100 new data
centers across the globe each year for the
foreseeable future. The locations of Microsoft’s
data centers that host secret data for the U.S.
government (e.g., the U.S. Dept. of Defense and
Central Intelligence Agency) are classified.

Key Categories
(Hospitality, Media, Retail, 

Healthcare, Financial 
Services, Sports, Gaming, 
Education, Food, Travel, )

Intellectsoft

Intuz Data

HPE

Huawei

Xiaomi
Sony

ASUS

AcerSharp

Toshiba

Fujitsu

LG

Huawei
Oppo

Motorola

LG
Xiaomi

Marketing Automation
(HubSpot, Adobe Campaign, 

Act-On, Marketo)
Business 

Process and 
Automation 

(Automate Company 
Workflows) (Nintex, 

Kissflow, Zoho 
Processmaker)

Zoho ADPQuickBooks

Citrix
(App Delivery Controllers)

Enterprise Resource 
Planning (Data Entry Used by All 

Company Departments to 
Streamline Work Across Entire 

Organization Including Accounting, 
Inventory Management, Customer 

Service, Business Process 
Management, Order Management, 
Human Resources, eCommerce, 
Shipping) (Oracle NetSuite, SAP 
Hana, Microsoft Dynamics 365)

Customer 
Relationship 
Management 

(Salesforce, 
NetSuite, Zoho)

DropBox

Switchboards

Mitsubishi
Danaher 
Industrial

Switchgear

Processing 
Machines

Valves, 
Actuators, 
Regulators

Compressors

Turbines

Sensors

PUBLIC CLOUD
The public cloud is defined as computing
resources and services (e.g., servers,
consumer and business applications, and
storage) offered by a cloud service provider
over the public Internet to anyone who wants
to use or purchase them. Cloud service
providers (typically one of the Big Tech
companies, such as Amazon Web Services,
Alphabet’s Google Cloud, and Microsoft Azure)
provide their infrastructure (IaaS or
Infrastructure as a Service), their cloud-based
platforms (PaaS or Platform as a Service),
their applications (SaaS or Software as a
Service), and/or storage services for free (for a
minimal level of service), for a fixed fee, or on
an on-demand basis, allowing customers to
pay only per usage for the central processing
unit (CPU) cycles, storage, or bandwidth they
consume. Cloud services give users access to
computing tools without the overhead of
physical infrastructure. The cloud service
provider owns and administers the data
centers where customers’ workloads run.
Cloud service providers assume responsibility
for all hardware and infrastructure
maintenance and provide high-bandwidth
network connectivity to ensure rapid access to
applications and data. Public clouds can also
be deployed faster than an enterprise’s own
on-premises infrastructures and with an almost
infinitely scalable platform.

CLOUD COMPUTING
Software-as-a-Service (SaaS)

Platform-as-a-Service 
(PaaS)

Infrastructure-as-a-
Service (IaaS)

Servers and Storage
Networking Firewalls 

/ Security

Operating Systems

Data Center Physical 
Plant / Building

Development Tools, 
Database 

Management, 
Business  Analytics

Hosted Applications
(see below)

Cloud Service Providers

Google Cloud Platform
Alibaba Cloud 

Computing
IBM Hybrid Cloud

Amazon Web Services
Microsoft Azure

Oracle

Cloud Hosted Applications Categories

Representative Cloud Hosted Applications Developers
Alibaba Cloud IBM Cloud & Cognitive SoftwareAmazon Web Services ZendeskGoogle Cloud Platform

Data Analytics

Application 
Integration

Blockchain

Storage

Altered and 
Virtual Reality

Cost 
Management

SQL Database
(Relational 

Database Services 
for MySQL, 

PostgreSQL, and 
SQL Server)

Developer Tools

AI and Machine 
Learning

Business 
Applications 

(See 28)

Tableau Software and Other 
Big Data Warehouse 

Optimization Applications 
(Reading unstructured, semi-

structured and structured data for 
insights, business intelligence, price 

optimization, recommendation 
engines, preventive maintenance 

and support )

Operations 
(Monitoring, 

Logging, and  App 
Performance)

Stream/Batch 
Processing 
Analytics

Containers/
Kubernetes

(Managed 
Environment for 

Running 
Containerized 

Apps)

Platform for 
Modernizing 

Existing Apps, 
Building New 

Apps Computing
(Event-Driven 

Compute Platform 
for Cloud Services 

and Apps)

Application 
Programming 
Interface (API) 
Management

Healthcare and 
Life Sciences

Hybrid and 
Multicloud

Serverless 
Computing

End User 
Computing

Customer 
Engagement

Game Tech

Media ServicesMobile

Internet of 
Things (IoT)

Networking

Robotics

Management 
and 

Governance

Migration and 
Transfer

Satellite 

Quantum 
Technologies

Security, 
Identity, and 
Compliance

Content 
Delivery

Microsoft Azure

Personal 
Applications 

(See 30)

Social Media
(Cloud-based Only)

Apache (Hadoop, Hive, Spark SQL)

PRIVATE CLOUD
While a public cloud encompasses infrastructure,
platforms, software, and storage services offered by
a cloud service provider over the public internet to
anyone who wants to buy them, private cloud
services are offered over the internet (or over a
private internal network) to only select users (such as
U.S. Customs and Border Protection), not the general
public.
Government Private Cloud. The federal government
is one of the largest buyers of private cloud services.
These services enable government agencies (and
contractors supporting the US government) to move
more sensitive workloads securely into the cloud,
modernize their technology, and save time and
resources while meeting critical mission needs.
Authorized private cloud service providers to the
government include AWS GovCloud, IBM Cloud for
Government, Microsoft Azure Government, Google
Cloud Platform, and Oracle, among many others.

Significant Government Cloud Services 
Customers (by number of  cloud service authorizations) 

U.S. Dept. of Energy (62) 
U.S. Dept. of Homeland Security (61)

U.S. Dept. of Treasury (58) 

U.S. Dept. of Veteran Affairs (82)
U.S. Dept. of Commerce (62) 

U.S. Dept. of Justice ((53)

U S. Dept. of Health and Human Services (85)

U.S. Dept. of Defense (58)

Personal Cloud Computing

Adobe GitHub DocuSign Zoom McAfeeBox

GOVERNMENT (Reasons for Collecting Business Data)GOVERNMENT (Reasons for Collecting Government Data) BUSINESS (Reasons for Collecting Government Data) INDIVIDUALS 
(Reasons for Collecting 

Individual Data)

BUSINESS DATA GENERATION INDIVIDUAL DATA GENERATIONGOVERNMENT DATA GENERATION Photos, videos
(Family, baby, friends, wedding, family reunions, 
vacations, holidays, and other special occasions

Art
(Music, writings, drawings)

Personal and Legal Data
(Address books, contacts, birth dates, social security 

number, birth certificates, fingerprints, passwords, arrest / 
conviction history)

Personal Health Data
(Blood pressure measurements, sleep, heart rate data, 
medical history, blood test data, vaccinations, allergies, 

health insurance, height, weight)

Food and Beverage Data
(Food purchases, food preferences, food allergies, grocery 

lists, recipes)

Financial and Tax Data
(Bank accounts, tax returns, cash deposits, credit score, 
investment portfolio, budgets, home and auto loans and 

insurance, life insurance policy, account passwords, credit 
card usage)

Exercise Data
(Heart rate data, steps taken, calories consumed, workout 

data)

Communications Data
(Text messages, emails, phone call data, voice mail)

Consumer Spending Data
(In-store and online spending on goods and services, 

product and service complaints)

Location Data
(Personal location, device location, family tracking, 

movement tracking)

Internet Data
(Browser web search history (porn, amazon.com, 

YouTube, and entertainment websites visited), account 
passwords, purchase history)

Entertainment Data
(TV viewing and streaming history, TV recording, gaming, 

attendance at sporting event and concerts)

Auto Data
(Driving history, traffic violation / tickets, auto insurance, 
driving video footage, speed data, vehicle ID and other 

information, accident history, gas consumption, property 
value)

Home Data
(Home address, electricity and gas consumption, property 

value, school district, zoning, home mortgage, home 
insurance)

Internal Research and Development
(Product innovation, process innovation, quality innovation, testing, root-

cause analysis, intellectual property generation)

Internal Human Resources
(Compliance with non-discrimination law reports, serious injury reports, personal 

employee data, compensation and benefits data, performance 
management/evaluations, workforce planning, job postings, job applications, 

talent management and development, diversity statistics)

Internal Legal
(Regulatory compliance, lawsuits, licenses, transactions, contracts, intellectual 

property protection, lobbying)

Internal Supply Chain
(Sourcing and procurement data, logistics, inventory control and 

warehouse, staging and tracking, shipping and freight, payment data, 
import data, supplier lists, costs)

Utilities (Gas, Electric, Telecommunications, and Water)
(Account information, usage and consumption data, payment history)

Consumer Discretionary
(Delivery, processing, plant equipment and performance data, customer 

and supplier data)

Energy (Electricity form Fossil Fuels, Wind, Solar, and Hydro)
(Production data, storage, engines and turbines, inter-connection data, 

transmission and distribution networks, capacity utilization, base-load and peaking 
demand, weather, consumer profiles, fossil fuel supply chain data)

Internal Employee Safety
(Death, serious injuries, days away from work)

Defense
(Military ships and aircraft carriers, weapons and ammunition, intelligence 
and surveillance systems, sensors, radar, navigation, design, develop, and 

test data)

Health Service Providers
(Patient tests, physical examination data, medical records, drug 

prescriptions, drug interactions and safety data, medical research, 
diagnoses, therapies and treatments)

Financial Services (Banking and Insurance)
(Consumer and business checking accounts, banking services, wealth and 

asset management services, investment banking, M&A advisory data, 
home and auto loans, credit card data, corporate loans, equity and fixed 

income securities brokerage, loan delinquencies, insurance)

Veterans Health, Burial and Benefits Data
(Death records, veteran’s burial, health, rehabilitation, disability 

compensation, insurance, pension and other benefits data)

Military Forces, Intelligence, Weapons, Aeronautics
(Air, land, and combat data, defense personnel, intelligence on 
foreign governments, electronic communications surveillance, 
geo-spatial intelligence, satellite/reconnaissance intelligence, 

human source intelligence/spying, emerging technologies, 
weaponry, data on weapons of mass destruction, logistics on 

weapons and tools, facilities security, R&D on missile systems, 
war records, personnel security investigations and counter-

intelligence, data on foreign militaries, military conscription data, 
aeronautics and space research)

Commerce
(Economic statistics, Census Bureau demographic data, exports 

and trade, Intellectual property, mapping of seas, weather, 
oceanic and atmospheric data, climate research)

Housing Statistics, Low-Income Housing Assistance, Housing 
Market

(Housing statistics, home ownership data, lead paint hazard, 
housing discrimination, mortgage insurance, home insurance 
underwriting standards, housing assistance for low-income 

families, elderly, disabled, and Native Americans, qualified home 
loan purchases, public shelter, homelessness)

State
(Arms control data, political affairs and defense relations, 

educational, cultural and diplomatic missions, supporting data for 
policy on economic growth, energy and environment, civilian, 
democracy promotion, and human rights protection, volunteer 

service in developing nations, civilian foreign aid)

Treasury and Financial
(Company annual, quarterly and periodic financial and material 
information disclosures, broker-dealer and commodities agent 
registration, commodity derivatives trading, consumer financial 
protection complaints, bank examination and compliance data, 

depositor insurance, terrorist and prohibited party database, 
currency, financial intelligence, tax determinations, 

assessments, and collections, securities law enforcement, stock 
exchange regulation, small business loan and guarantees, 
consumer financial protection data on home loans, student 

loans, and credit cards, national debt, Treasury security 
issuance, federal funds and discount rate data, economic data)

Labor
(Wages and hours records, employee retirement income security 
records, labor statistics, labor standards, compliance with non-
discrimination laws data, fair hiring complaints, serious injury 

data, unfair labor practices complaints, labor unionization 
election, unfair labor practices complaints, and mediation data,  

contests)

Interior
(Indian affairs and land, natural habitats—fish, wildlife and 

national parks, public lands for coal leases, surface mining, and 
cattle grazing, ocean energy, studies of landscape, natural and 
water resources and hazards, outdoor recreation and national 

monument data)

Energy
(Physical sciences and scientific research, nuclear weapon 

stockpile and threat reduction data, whole electricity and natural 
gas transmission, radioactive materials, federal dam power 

generation)

Homeland Security
(Passport data, visas and verification data, natural disaster, aid 

and rebuild data, coastal defense, immigration, air and land 
passenger and transportation security data, border inspection 

data on foreign animals, plants and contraband, customs, owned 
and leased federal buildings, cybersecurity threat data, critical 
physical and cyber infrastructure data, R&D data on security 

tools and technologies, coastal maps)

Transportation
(Transportation statistics, oil, gas and hazardous materials 

pipeline operating and safety data, railroad transportation data, 
air traffic control, aircraft certification, shipbuilding, shipping, port 

infrastructure, and maritime safety and commerce data, motor 
vehicle safety, fuel economy standards, vehicle manufacturer 
licensing, highway construction, use, and maintenance data,  
Amtrak railroad operating, track and railcar maintenance, and 
passenger data, aviation, ship, highway, pipeline, and railroad 

accident investigation data)

Public Health Statistics and Biomedical Research Data
(Substance abuse, mental health disorders, HIV/AIDS services, 
biomedical and public health research, Native American health 

services, Head Start and other aid to children and families, 
refugees, foster care, child abuse, food, drug, medical device, 

vaccines, cosmetics, tobacco products, and contraceptives 
research and safety data, Medicare and Medicaid enrollment 

data, disease control and prevention research)

Justice
(Investigations of illegal activity, arrest records, legal research, 

lawsuit pleadings, court judgments and opinion, filings 
concerning foreign investments and acquisitions impacting 

national security, antitrust complaints and investigations, merger 
reviews and clearance data, domestic surveillance, prison 

transport, incarceration management, court security, sentencing 
and parole information, trial and appeal files, court management, 
controlled substance investigations, enforcement and interdiction 

data)

Agriculture
(Animal and plant health inspections, wildlife damage 

management, invasive pest and pathogen control data, natural 
resources health data on forests and grasslands, agricultural 

products exports, farm production, crop insurance, soil 
conservation, rural economic development, food safety 

inspection of meat, poultry, and processed egg products, recall 
data, public health alert, food nutrition, low-income food 

assistance via Food Stamps, school meal assistance, loan data 
for farmers, ranchers, rural utilities, and cooperatives, subsidies) 
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Individual Data 
Transmitted to 

Businesses

Individual Data 
Transmitted to 
Government

Election
(Voter data, political party affiliation, campaign fundraising, 

electoral districts/maps)

Postal
(Routing information, residential addresses and postal codes, 

location data, postal rates,  and hours worked, vehicle fleet 
information, distribution and sorting facility information, 

equipment efficiency)

Social Security
(Social security and tax identification numbers, , retirement, 

disability and survivor benefits, funding levels)

Communications
(Spectrum data, service provider data on TV, satellite radio, wire, 
and cable communications, tracking of complaints; broadband 

access and fair competition, radio frequencies)

Environmental Protection
(Air, water, soil, and chemical pollution levels, hazardous 

substances, Superfund site list and data, research, clean-up data, 
complaint tracker)

Consumer Product Safety
(Uniform product safety standards, complaint tracking, research, 

investigations)

6

Education
(Federal university data, grants to career, technical and adult 
education centers, language learning, special education and 
rehabilitative services, federal student aid and grants to low-
income school districts, student loan guarantees, elementary 

and secondary education, work-study funding)

General Industrials
(Equipment and machinery performance, capacity, utilization, each factory 
or plants of an industrial company generates volumes of data (line speed, 
part produced per second, failure rates, downtime, bottlenecks, marketing 

data), allocation of machine hours by product mix )

Entertainment 
(Recordings, live performances, live sports, sheet music, games, scripts, 

screenplays, films and TV productions, copyrights, trademarks)

Tech
(Intellectual property, research and development data, marketing data, 

design and process data, data collection, algorithms)

Social Media
(Analytics and user insights, algorithm) 

Internal Finance
(Financial performance data, debt, cash, inventory levels, taxes and tax 

positions, accounting positions, investment portfolio, budget, annual plan, 
derivatives portfolio, internal audit reports)

Museums
(Museum collection, preservation, and research data)

Internal Sales
(Export data and customs duties, sales data by region, customer, product, 

and time, customer lists, pricing, marketing )

Internal Tech
(Data centers, software application licenses, IT infrastructure and 

architecture, physical and virtual personal computing devices, cloud 
computing subscriptions)

Building and Construction
(Raw material and equipment supplies, housing demand data, developer 

and homeowner profiles, contractor / labor pool, pricing, blueprints)

Transportation
(Aircraft, engines, ships, rail, trucks, buses, navigation data, traffic data, 

repair and maintenance, weather analysis)
Oil, Gas, and Petrochemical

(Oil and gas pipeline transmission data, exploration and production data, 
consumer profiles, storage and refinery capacity, utilization and other data)

Consumer Staples
(Food inspection data, delivery, recipes / processing, plant equipment and 

performance data, customer and supplier data)

Professional Services
(Legal, advertising, accounting, consulting, engineering, IT)

Education
(Research analysis and testing, academic writings, online learning, student 

records, alumni records, academic curriculum, colligate sports, property 
and facility management, research funding, fundraising campaigns, student 

loans and grants)

Individual Data 
Transmitted to 

Other Individuals

Business Data 
Transmitted to Other 

Businesses

BUSINESS (Reasons for Collecting Business Data) GOVERNMENT (Reasons for Collecting Individual Data) BUSINESS (Reasons for Collecting Individual Data)

Domestic Security

Environment & Consumer Safety

Security Clearances
Background Checks Research & Investigations

Public Health

Phase 1,2, & 3 Trial Data

Products and Services Development
(Health, Financial, Insurance, Pharma, Internet, 
Entertainment Industry, Transportation, Utilities, 

Consumer Goods, eCommerce Retailers)

Government Funding
Tax Payment

Research
(Financial Services, 

Health, Pharma)

Advertising
(Social Media, Internet Search 
Companies, Consumer Goods 
Industry, Auto, Entertainment)

Consumer Analytics 
for Advertisers; 

Preferences
Relationship Establishment

Goods and Services (e.g., Medical 
Treatments and Solutions, Service Levels, 
Loan Amounts, Tailored Solutions, Tickets 

and Admissions)

Prevent Bad Outcomes/Behaviors 
(e.g. Telematics Sent to Insurer)

Consumer Analytics; Preferences
Pricing Strategy

Government Reporting

Supply 
LevelsRestocking

Responding to 
Subpoena

Legal Reporting 
Requirements

Relationship Establishment, 
Certifications and Licenses

Surveillance/Spying

Social Security Registration
Government Services

Terrorist Tracking and 
Disruption

Registration, Licenses and Approvals

Export Licenses

Driver’s License
Risk Assessment / Diagnosis

Sex Offender Registry
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Hacking
Ransom

Funding Allocation

Vehicle Registration

Registration

Insights

Subsidy and Drug 
Allocation
Research

Environmental, Consumer 
Protection, Product Safety 

Regulation

Vaccine Development

Demographics and 
Census Insights

Voter Registration/Voting

Resource Allocation

Professional Licenses

Nuclear/Radioactive 
Material Disposal 

Licenses

Licenses for 
Broadcast by TV, 

Satellite, Radio, Wire, 
and Cable

Environmental Permits
Legal and Regulatory 
Compliance Reporting 

Merger Clearances

Government Services
Investigations

Investigations
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Period Reporting 
on Compliance with 

Laws, Licenses, 
and Permits 

Aircraft and Personnel 
Certifications

Vehicle Manufacturing 
Licenses

Public Alerts
Product Recalls

Service Allocation

Information Management Software 
Providers

Serious Injury 
Reporting

Government Funding
Corporate Tax 

Payment

Workforce 
Reporting

Employee 
Withholding

Complaints and Disputes
Workplace

Road Conditions
ZoningLawsuits and Discovery

Disputes
Legal Discovery

Customs Duties

Policy Making

Certifications and Assessments
Credit Rating

Financial 
Statement Fillings

Payment Processing
Credit, Charge, and Debit 

Card Processing

Payment Processing
Credit, Charge, and 

Debit Card Processing

Drug Testing
Background Checks 

National Security

HR Information Management

Contract Management

Inventory Management

Hacking
Ransom

Products and Services Development
(Health Insurance, Financial Services, 

Pharma, Telecommunications, Transportation, 
Utilities, Oil and Gas, Industrial Goods, Auto, 

Consumer Goods)

Prevention

Consumer Analytics; Preferences
Pricing Strategy

Risk Assessment / Diagnosis

Tailored Goods and Services (e.g. 
Financial Consulting Recommendations, 

Service Levels, Loan Amounts)

Disputes

Legal Discovery

Supply Levels
Restocking

Government Reporting
Legal Reporting Requirements Advertising

(Social Media, Internet 
Search Companies, 
Consumer Goods, 

Auto, Entertainment)
Consumer 

Analytics for 
Advertisers; 
Preferences

Relationship Establishment
Registration

Due Diligence
Credit Check

Social Media
Content for 

Platform

Accounts Receivables/Payables 

Financial Disclosures Disputes

Law Enforcement  and 
Crime Prevention

INDIVIDUALS 
(Reasons for Collecting 

Individual Data)

Relationship 
EstablishmentFriendship
Social Network

Understanding 
Weapons Capability

Aircraft, Ships, 
Vehicle, and 

Weapons OperationSecurity Clearances

Service AllocationPatent, Trademark 
and Copyright 
Registrations

Other Business 
Licenses/Approvals

Health Insurance 
Benefits Company 

Licensing
Research

Legal 
Proceedings

Law Enforcement

Legal Proceedings

Disputes
Legal 

Proceedings and 
Discovery

Legal Discovery
Legal Proceedings

INDIVIDUALS 
(Reasons for Collecting 

Individual Data)

Other
Job Search

Personal 
Investing

Disputes
Legal 

Proceedings and 
Discovery

Business Data 
Transmitted to 
Government

Business Data 
Transmitted to 

Individuals

Other
Job Search

Disputes
Legal 

Proceedings and 
Discovery

Products and Services Development
(Health Insurance, Financial Services, 

Pharma, Telecommunications, Transportation, 
Utilities, Oil and Gas, Industrial Goods, Auto, 

Consumer Goods)

Prevention

Consumer Analytics; Preferences
Pricing Strategy

Risk Assessment / Diagnosis

Tailored Goods and Services (e.g. 
Financial Consulting Recommendations, 

Service Levels, Loan Amounts)

Research

Disputes

Legal Discovery

Legal 
Proceedings

Advertising
(Social Media, Internet 

Search Companies, 
Traditional Media)

Consumer 
Analytics for 
Advertisers; 
Preferences

Payment Processing Credit, Charge, and Debit 
Card Processing

Hacking
Ransom

Supply Levels
Restocking

Relationship Establishment
Registration

Due Diligence
Credit Check

Certifications and Assessments
Credit RatingInformation Management Software 

Providers
HR Information Management

Contract Management

Inventory Management
Accounts Receivables/Payables Information 

Gathering Information 
Gathering

National SecurityIntergovernmental Relations

Data Collection to Confirm 
Compliance with Treaty, 

Trade, and Defense 
Agreement with Allies

Surveillance of Foreign 
Governments and 

Officials
(Including Wire Taps, Bugs, 

and Email Traffic)

Hacking
Disruption

Inter-Government
(Foreign Government Data Collections from Homeland Government)

Intra-Government 
(Government Department Data Collection from Other Departments)

Understanding Military 
and Weapons Capability

Fact Finding
Hearings and 
InvestigationsSubpoenas

Policy Making

Government Funding
Funding Allocation 
for State and Local 

Governments 
(Medicaid and Low-
income Education 

Assistance)

Budget Creation

Government Data 
Transmitted to 

Business

Government Data Transmitted to 
Other Government Departments 

or Foreign Governments

Government Data 
Transmitted to 

Individuals
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Lockheed Martin
Northrop Grumman Raytheon Technologies

Honeywell General Dynamics 

U.S Defense Mission 
Systems Applications 

(Cyber, Command, Control, 
Communications, and 

Intelligence Surveillance 
and Reconnaissance; 

Maritime/Land Systems; 
and Navigation Targeting 

and Survivability)

Defense Contractors and Mission Systems Applications

Internal Support Data. Internal support data that are similar
from one organization to another include human resources,
environmental, health and safety, financial performance,
customer relations, periodic sales, the company’s annual
plan and budget, contract management, and supply chain
and procurement data. Because of these similarities,
companies are able to select from several commonly used or
standard business software applications to effectively
manage information and produce the information, results,
and insights required to manage the business effectively.

Product and Service-Specific Data. Product and service-specific
data are unique to a business sector and relate to the goods and
service solutions created, made and sold in the course of a
company’s operations (e.g., film and TV production, natural gas
and petroleum products pipeline transportation, credit card
payments processing, airline flight reservations, plant-based
protein production, cold rolled stainless steel sheet production,
data from a legal discovery process, etc.). Homegrown or
customized applications may be required to manage and process
forms of product and service-specific data.

Business Sectors. A list of the biggest companies in the U.S. (by
market capitalization or revenues) reveals a heavy concentration in
the technology, consumer goods, health care, financial services,
industrial, telecommunications, energy, oil and gas, utilities,
construction, and basic materials sectors. These companies are
among the largest data generators and processors. Every company
generates data (a) through its internal support functions that tends to
be similar across all business sectors (e.g., HR data) and (b) arising
from its business operations that are unique to its business sector
(i.e., the products and services the company sells).

Web Searches. Google processes more than 40,000 web searches every
second. This amounts to 3.5 billion searches per day on Google, and 5 billion
searches when we include the other search engines.
Social Media. The placement of content on social media fuels massive data
creation. Each day over 500 million tweets are sent on Twitter, four petabytes of
data are created on Facebook (the largest social media platform) by its two billion
active users, and 65 billion messages are sent on WhatsApp. Every minute of the
day, 527,760 photos are shared on Snapchat, 46,740 photos and videos are
posted on Instagram (95 million per day), 4,146,699 videos are watched on
YouTube, and 120 professionals join LinkedIn. Altogether, 300 million photos are
uploaded per day.

US Government is Prolific Data Generator and Collector. As a group,
government (consisting of the U.S. government, 50 state governments, and
over 30,000 units of local government) is a prolific generator and collector of
information for a wide variety of reasons in the public interest, safety and
welfare of the U.S., including verifying compliance with securities disclosure
laws, evaluating trademark and patent applications and grants, national
security, voter registration, the administration of social security benefits,
understanding demographic changes and other census data in order to allocate
government resources, law enforcement and crime scene processing, border
control, weather and climate monitoring, geological surveys, and surveillance.

Individual Data Generation. By 2025, it’s estimated that 463
exabytes of data will be created each day globally – that’s the
equivalent of 212,765,957 DVDs per day! The amount of data
individuals produce every data is brain-rattling, and most of the
time data are being generated without us even realizing it. The
driving force behind big data is the “data-fixation” of information.
To quote a common example, “in the past, you would just go for a
walk. Today you know it was 10,435 steps long and you burned
450 calories because of it.” People generate over five quintillion
bytes of data each day. Because this figure is meaningless to
most people, it helps to break it down.

Email Communications. We send 294 billion emails each
day. Of the 156 emails sent every minute, nearly 140
million of them (89%!) are spam emails.
Other. Over four terabytes of data are created from each
connected car. Now that our smartphones are exemplary
cameras, over five trillion photos have been stored. The
Internet of Things, with over 200 billion connected “smart”
devices that interact with each other and their individual
owners while collecting all kinds of data, is exploding and
is one of the primary drivers of our expanding data
landscape.

Government Data Generation Business Data Generation Individual Data Generation
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Boarding Pass
Credit Score

Driver’s License Fitness Data

Graduation Reception Photo

Sex Offender Registry

Grocery Receipt 

Team Photo

Fingerprints Record of Vaccinations

Blood Pressure Reading

Vehicle Registration

Voter Registration

Web Search History

Mission Critical Data Requires the Highest Level of Security. Whereas
individuals tend to generate data that are personal in nature (i.e., not
considered “mission critical”), “off-the-shelf” applications will do for most types
of personal computing. If an individual loses data, a nuisance is created, but
that’s about as far as it goes (except in the case of identity and financial
theft). As a result, individuals do not regard data security as high a priority as
does government. By contrast, the government and the people who work for
it are far flung and generate vast amounts of unique data requiring
specialized applications. Because data are vital for the government to
perform its core functions, its focus on secure computing is overwhelming.

H

Microsoft Data 
Center - Quincy, 

Washington

Microsoft 
Server and 

Storage Arrays

Cloud Service Providers

Government Savings from Analytics.
Government could gain an estimated $1
trillion globally from low cost and user-
friendly data analytics tools, such as
visualization and dashboarding which can
lead to (a) pattern analysis to predict
negative outcomes, (b) eliminating waste,
(c) detecting fraud and abuse in
government, (d) safety improvements, and
(d) operational process improvements.

Email Servers

DATA CONSUMPTION IN BYTESSender’s Location 
(i.e., Local Area Network or LAN for Individuals and Wide Area Network or WAN for Enterprises)

Messages Disassembled into Smaller Packets for the Internet Journey.
The Internet works by chopping data into chunks called packets. Each
packet then moves from the sender’s location (or local area network or
LAN) to the network of a local internet service provider (ISP), where it
will move rapidly through the internet in a series of steps (or hops).

Next Stop: Long-Haul Transmission by ISP. The next hop delivers the
sender’s data packets to a long-haul ISP, one of the telecommunications
giants that transport data (at the speed of light) on their networks of fiber-
optic cable and routers spanning the globe. ISPs offer the sender access to
their networks for a fee based on connection speeds and bandwidth levels.

Internet Service 
Provider Network 

(for Recipient)

Recipient’s LocationHow the Internet WorksI
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The size of data is measured in bytes.  Bytes are used to determine (a) the amount of computer storage consumed by data and (b) the 
volume of information that is sent over the internet in a given amount of time. For example, the average American uses about 7 gigabytes or 
GB of mobile data per month. Most ISPs will charge fees to users of their internet networks based on the number of bytes transmitted by the 
user.  Most internet users have heard of kilobytes, megabytes, gigabytes, or even terabytes—everyday amounts of data that represent the 
sizes of, say, an email attachment, two hours of Netflix TV content streaming, or an entire photo library stored in Amazon Photos. However, 
because because the entire digital universe is expected to reach 180 zettabytes (ZB) by 2025, a 410% increase from the current size of 44 
ZB, internet users will need need to learn the measures of larger data sizes.

Abbreviation Unit Value Size (in bytes) Examples
b bit 0 or 1 1/8 of a byte The smallest unit of data that a computer uses. It can be used to represent two 

states of information (a binary decision), such as yes or no
B bytes 8 bits 1 byte One B is equal to a single text character (e.g., “w”), and 10 bytes would equal a word
KB kilobytes 1,000 bytes 1,000 bytes One KB is equal to a sentence, and 100 KBs would equal an entire page
MB megabytes 1,0002 bytes 1,000,000 bytes A 500-page e-book; 1 song download equals 2 to 5 MBs
GB gigabytes 1,0003 bytes 1,000,000,000 bytes 7 minutes of video
TB terabytes 1,0004 bytes 1,000,000,000,000 bytes 130,000 photos
PB petabytes 1,0005 bytes 1,000,000,000,000,000 bytes 20 million file cabinets
EB exabytes 1,0006 bytes 1,000,000,000,000,000,000 bytes How much data each person on Earth produces per year
ZB zettabytes 1,0007 bytes 1,000,000,000,000,000,000,000 bytes As much information as there are grains of sand on all the world’s beaches

YB yottabytes 1,0008 bytes 1,000,000,000,000,000,000,000,000 bytes As much information as there are atoms in 7,000 human bodies

DATA 
TRANSPORTATION

Telecommunications
Wireless/Mobility Service
(Wireless Voice, Data, Text and 

Public Safety Services)

Key Telecommunications 
Services Providers

Wireless and Wireless-
Enabled Products

(Handsets, Wireless-Enabled 
Computers, Wireless Data 

Cards, Accessories)

Wireline Service/ 
Broadband Connectivity

(Internet Service via DSL, High-
Speed, Fiber-Optic, and Copper-

Based Networks)

AT&T
Verizon

Comcast
Charter 

Communications 
(Spectrum)

T Mobile
Cox

INTERNET NETWORK OWNERS
The U.S. internet landscape features miles of fiber-optic cable that connects the country to the world. 

While many owners of the largest fragments of these networks are well-known (AT&T, Comcast, 
Verizon), other less-well-known owners also play a vital role (e.g., Lumen Technologies). There are 
over 2,500 internet service providers in the U.S., but nearly one-half provide wired connections, and 

only a few offer complete coverage across the entire country.

Because data is growing 
faster than anticipated, it 

won’t be long until we 
use a brontobyte (BB or 
1,000 YBs), geopbyte 

(GPB or 1,000 BBs), or  
saganbyte (1,000 GPBs)

Internet Service 
Provider Network 

(for Sender)

HYBRID AND MULTI-CLOUDS
Hybrid Cloud. Most companies move into the cloud
incrementally, putting some of their workloads on a
public cloud or small-scale private cloud to gauge the
experience before taking the plunge, while relying on
their own data centers to handle the bulk of their
workloads. Other companies more committed to the
cloud may store sensitive financial or customer
information on a private cloud and use the public
cloud to run their enterprise resource planning
applications. In either scenario, these companies are
operating in the hybrid cloud--a mixed computing,
storage, and services environment made up of on-
premises computing, private cloud, and public cloud
services, with orchestration among them.
Multi-Cloud. A multi-cloud environment is one where
an enterprise uses more than one cloud platform that
each delivers a specific application. Governments and
enterprises use multiple cloud vendors so they can
choose IT services from various companies to (a)
avoid being locked in to one vendor that might raise
prices, (b) use what they perceive as the best-in-class
capabilities from a particular cloud service provider,
including those related to cloud storage, data analytics
or artificial intelligence, or (c) ensure they have a
backup in the event of an outage at a cloud service
provider. The downside of this approach is
“interoperability”—i.e., not have having a platform or
process in place to integrate various cloud services
into a usable format—but many tools and systems to
deal with interoperability issues are available from
companies such as IBM and Accenture.
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Wireless 
Router (i.e., 

a Switch)

Modem Wireless 
Router (i.e., 

a switch)

Modem

Arrival. In the final step, the destination device (the 
recipient’s computing device) reassembles all the 

sender’s data packets into a coherent message. (A 
separate message goes back through the network 

confirming successful delivery.)

The Path is Neither Direct Nor Straightforward.  The journey of the data packets often takes several more 
paths, which are plotted out one by one by the routers in the ISP’s network (in accordance with a so-called 

”Border Gateway Protocol” or BGP), as the data packets moves across the Internet.  For the system to work 
properly, the BGP information shared among routers cannot contain lies or errors that might cause a data 

packet to go off track – or get lost altogether.
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INDIVIDUAL DATA 
GENERATION AND 

COLLECTION

…ON-PREMISES…IN THE CLOUD

GOVERNMENT DATA 
GENERATION  AND 

COLLECTION
BUSINESS DATA 

GENERATION AND 
COLLECTION

ENTERPRISE 
COMPUTING AND 

STORAGE
PERSONAL 

COMPUTING 
AND STORAGE

…AT THE EDGE

DATA CONSUMPTIONDATA TRANSMISSION

Data as a 
Natural 

Resource
DOWNSTREAM: TRANSPORTATION AND CONSUMPTION

• Oil and gas: Finished goods from crude oil, natural gas and petrochemical refining processes will be
transported via pipelines, trucks, and tankers and sold into downstream markets where they will be be
consumed by end users such as motorists, electric and gas utilities, homeowners, commercial airlines,
industrial companies, and commercial establishments.

• Data: Unrefined and refined data will be transported via telecommunications/internet network from the point of
storage or refinement to data consumers—i.e. individuals, business enterprises, and government agencies..

UPSTREAM: PRODUCTION
• Oil and gas are brought to the surface via drilling operations

(i.e., produced) by the owner of the natural resources rights
in order to be usable.

• Data are produced (i.e., mined or generated and captured in
a tangible or digital medium) by their owner in order to be
usable .

MIDSTREAM: STORAGE AND PROCESSING
• Oil and gas are stored and then refined at refineries and production plants by the producer into more valuable intermediate products (e.g., dry

natural gas, ethane, propane, diesel, jet fuel, gasoline, kerosene, heating oil, dry natural gas, bitumen, and lubricating oil).
• Data are stored and then processed (using applications on computing devices or in data centers and the cloud) into more valuable products for their

producers (or third parties who obtain the data from these producers), such as (a) a photo collection, music playlist, healthy diet plan, or
recommended exercise regime for individuals or (b) insights on how to increase business productivity, when to maintain equipment, or how to
reduce costs.

. There are upstream activities (exploration, mining, and production), midstream
activities (storage, refining and processing), and downstream activities ( “last
mile pipeline distribution,” retail sales, and consumption of finished goods).

If the subjects of data generation, storage and processing, computing devices, information technology infrastructure for data centers and the cloud, and
telecommunications networks are confusing to you, it helps to think of data in similar terms to the oil and gas industry because data are as much a natural
resource as crude oil or natural gas found in Deepwater Offshore Gulf of Mexico or coal mined beneath the earth’s surface in Wyoming or West Virginia.

…ON DEVICE

Data Activities
Upstream: 

Data Production
I
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The Promise of Data. Many experts believe data (and particularly big data) hold the key
to the future because of their ability to reveal patterns and connections that significantly
improve lives from secure self-driving cars to more effective pharmaceutical treatments
to more reliable weather forecasts enabling farmers to get better yields or predicting
drought conditions. To understand how to harness the benefits of data, the starting point
is to understand what data are, who generates data, and who collects data.

Data Creation. Data volumes have skyrocketed. From 2010 to 2020, the amount of data
created, captured, copied, and consumed in the world increased from 1.2 trillion
gigabytes to 59 trillion gigabytes, an almost 5,000% rate of growth! IBM estimates there
are 2.9 million emails sent every second, 375 megabytes of data consumed by
households daily, 20 hours of video uploaded to YouTube every minute, 24 petabytes of
data processed per day by Google, and 73 products ordered on Amazon per second.
More data was generated in the last two years than in the entire human history before
that. The total amount of data created, captured, copied, and consumed globally is
forecast to increase rapidly, reaching 180 zettabytes in 2025. We are swimming in a
world of data.

Data Creators. Every individual, business enterprise, and government agency
anywhere generates data. Individuals constantly generate data, primarily of a personal
nature. On Google alone, people submit 40,000 search queries per second, which
amounts to 1.2 trillion searches yearly! Each minute, 300 new hours of video show up
on YouTube. That’s why there are more than 1 billion gigabytes (1 exabyte) of data on
Google’s servers! People share more than 100 terabytes of data on Facebook daily.
Every minute, users send 31 million messages and view 2.7 million videos. Smart
devices (for example, fitness trackers, sensors, and Amazon Echo) produce 5 quintillion
bytes of data daily.

Every business generates data (a) through its internal support functions (e.g., human
resources, procurement, legal, accounting, R&D, sales and marketing) that tends to be
similar across all business sectors and (b) arising from operations that are unique to its
business sector (i.e., the products and services the company sells), such as healthcare
(health insights, data on the effectiveness of different drug treatments, and
improvements in emergency room care), banking (customer account balances, and loan
delinquencies), entertainment media (the TV shows subscribers watched during peak
viewing hours), retail (customer profiles and purchase histories and habits), energy and
utility industries (sensors that indicate turbine and engine performance), construction
(building construction sequencing, and subcontractor scheduling), and transportation
(train conditions and fuel consumption).

In the U.S., the federal government is perhaps the most prolific generator of data,
including weather, employment, and economic statistics, surveillance footage of foreign
troop movements, the flight paths of asteroids and comets, the amount of government
student loans outstanding, and data on the incidence of disease.

Data Collection. Although individuals, businesses and government agencies generate
data for themselves (original data generation), each data generator is involved in
collecting data from the other data generators, which itself is a form of data generation
(secondary data generation). For example, a business will collect personal data from its
customers in order to establish an online banking account, the government will request
data from a pharmaceutical company to determine whether to grant approval for a new
drug, and individuals will collect data from the government or a business in order to
initiate litigation.

Round-Trip Process. Raw, unprocessed data will be transported from an individual’s
device (whether acting alone or for a business or government entity) to a data center,
private cloud or public cloud and back again as refined data. This cycle is essentially a
"round-trip" process, where data is effectively mined, shipped, refined, and shipped again.
Although the round-trip process typically occurs in the blink of an eye, the transport of
data (as with any shipping process that involves logistics) takes time.

Computing (i.e., Analyzing and Processing). Over 99% of collected data never gets used
or analyzed. Despite this tremendous waste of data, data that are ultimately used will be
processed into more valuable products for their owners, such as (a) for individuals, a
photo collection or recommended music playlist, healthy diet plan, or exercise regime for
individuals or (b) for businesses, insights on how to increase productivity and reduce
costs, when to repair equipment, what goods to produce (and the price to sell them), or
whether fraud may be occurring.

Applications. Big data is only as useful as the ability to read it. Therefore, data
generators and collectors need tools to analyze and read the data. Businesses use tools
to extract data from business systems and integrate it into a repository, such as a data
warehouse. Once in the warehouse, the data can be analyzed. Analytical tools range
from spreadsheets with statistical functions to enterprise resource planning systems
(ERP), customer relations management programs (CRM), payroll tools, and operational
systems.

Edge to Core to Cloud. The applications can be located (a) on-device (i.e., on the same
computing device where the data are stored), (b) on-premises (i.e., in a data center
maintained by an enterprise at a central or core location), (c) at the edge (i.e., at the
location near where the data are generated), (d) in the cloud (i.e., a data center operated
by a cloud service provider, where over 30% of all stored data is uploaded), or (e) any
combination of the above. Because the data landscape is more dispersed than ever, the
modern organization requires IT solutions that capture and analyze data as they move
from “edge to core to cloud.”

Storage. Once generated, data will be stored until needed (a) on disks embedded in
stationary and mobile computing devices (e.g., desktop and laptop computers, tablets,
smartphones, digital assistants, wearables/watches, and fitness trackers), (b) in data
centers operated by government agencies and business enterprises, and (c) in the cloud
(i.e., mega-data centers operated by cloud service providers). Surprisingly, only a small
percentage of newly created data (2%) is kept. Nonetheless, in line with the rapid
growth of the data volume, the installed base of storage capacity is forecast to increase
at a compound annual growth rate of 19.2%.

The Internet.  Data (called messages) will be transported by its sender to a recipient 
along the internet, a worldwide computer network (owned and operated by internet 
service providers) that transmits a variety of data and media across interconnected 
devices.  In the year 2000, only 52% of US adults used the internet.  That number jumped 
to 90% in 2020.  Approximately 7.5 billion people are projected to use the internet by 
2030 when 500 billion devices will be connected to the internet.

Receipt and Consumption. Once refined data are received, government agencies,
enterprises and individuals can delete the data, consume it (and then delete or store the
data), or work on the data (which restarts the data cycle).
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Midstream:  
Data Storage & Processing

Downstream: 
Data Transport & Consumption
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Data Activities

Overview of the Information Technology Industry :  Simplified

INDIVIDUAL DATA GENERATORS AND COLLECTORS

…ON-PREMISES…IN THE CLOUD

GOVERNMENT DATA GENERATORS AND COLLECTORS BUSINESS DATA GENERATORS AND COLLECTORS

ENTERPRISE COMPUTING AND STORAGE COMPANIES PERSONAL COMPUTING DEVICE MAKERS
…AT THE EDGE

DATA CONSUMPTION

RESTAURANT

BROADBAND / INTERNET SERVICE PROVIDERSKEY INPUT TECHNOLOGY MANUFACTURERS
DATA TRANSMISSION COMPANIES

BANK

VOTE

AI

IaaS
PaaS

Upstream: 
Data Production

I
The Promise of Data. Many experts believe data (and particularly big data) hold the key
to the future because of their ability to reveal patterns and connections that significantly
improve lives from secure self-driving cars to more effective pharmaceutical treatments
to more reliable weather forecasts enabling farmers to get better yields or predicting
drought conditions. To understand how to harness the benefits of data, the starting point
is to understand what data are, who generates data, and who collects data.

Data Creation. Data volumes have skyrocketed. From 2010 to 2020, the amount of data
created, captured, copied, and consumed in the world increased from 1.2 trillion
gigabytes to 59 trillion gigabytes, an almost 5,000% rate of growth! IBM estimates there
are 2.9 million emails sent every second, 375 megabytes of data consumed by
households daily, 20 hours of video uploaded to YouTube every minute, 24 petabytes of
data processed per day by Google, and 73 products ordered on Amazon per second.
More data was generated in the last two years than in the entire human history before
that. The total amount of data created, captured, copied, and consumed globally is
forecast to increase rapidly, reaching 180 zettabytes in 2025. We are swimming in a
world of data.

Data Creators. Every individual, business enterprise, and government agency
anywhere generates data. Individuals constantly generate data, primarily of a personal
nature. On Google alone, people submit 40,000 search queries per second, which
amounts to 1.2 trillion searches yearly! Each minute, 300 new hours of video show up
on YouTube. That’s why there are more than 1 billion gigabytes (1 exabyte) of data on
Google’s servers! People share more than 100 terabytes of data on Facebook daily.
Every minute, users send 31 million messages and view 2.7 million videos. Smart
devices (for example, fitness trackers, sensors, and Amazon Echo) produce 5 quintillion
bytes of data daily.

Every business generates data (a) through its internal support functions (e.g., human
resources, procurement, legal, accounting, R&D, sales and marketing) that tends to be
similar across all business sectors and (b) arising from operations that are unique to its
business sector (i.e., the products and services the company sells), such as healthcare
(health insights, data on the effectiveness of different drug treatments, and
improvements in emergency room care), banking (customer account balances, and loan
delinquencies), entertainment media (the TV shows subscribers watched during peak
viewing hours), retail (customer profiles and purchase histories and habits), energy and
utility industries (sensors that indicate turbine and engine performance), construction
(building construction sequencing, and subcontractor scheduling), and transportation
(train conditions and fuel consumption).

In the U.S., the federal government is perhaps the most prolific generator of data,
including weather, employment, and economic statistics, surveillance footage of foreign
troop movements, the flight paths of asteroids and comets, the amount of government
student loans outstanding, and data on the incidence of disease.

Data Collection. Although individuals, businesses and government agencies generate
data for themselves (original data generation), each data generator is involved in
collecting data from the other data generators, which itself is a form of data generation
(secondary data generation). For example, a business will collect personal data from its
customers in order to establish an online banking account, the government will request
data from a pharmaceutical company to determine whether to grant approval for a new
drug, and individuals will collect data from the government or a business in order to
initiate litigation.

Round-Trip Process. Raw, unprocessed data will be transported from an individual’s
device (whether acting alone or for a business or government entity) to a data center,
private cloud or public cloud and back again as refined data. This cycle is essentially a
"round-trip" process, where data is effectively mined, shipped, refined, and shipped again.
Although the round-trip process typically occurs in the blink of an eye, the transport of
data (as with any shipping process that involves logistics) takes time.

Computing (i.e., Analyzing and Processing). Over 99% of collected data never gets used
or analyzed. Despite this tremendous waste of data, data that are ultimately used will be
processed into more valuable products for their owners, such as (a) for individuals, a
photo collection or recommended music playlist, healthy diet plan, or exercise regime for
individuals or (b) for businesses, insights on how to increase productivity and reduce
costs, when to repair equipment, what goods to produce (and the price to sell them), or
whether fraud may be occurring.

Applications. Big data is only as useful as the ability to read it. Therefore, data
generators and collectors need tools to analyze and read the data. Businesses use tools
to extract data from business systems and integrate it into a repository, such as a data
warehouse. Once in the warehouse, the data can be analyzed. Analytical tools range
from spreadsheets with statistical functions to enterprise resource planning systems
(ERP), customer relations management programs (CRM), payroll tools, and operational
systems.

Edge to Core to Cloud. The applications can be located (a) on-device (i.e., on the same
computing device where the data are stored), (b) on-premises (i.e., in a data center
maintained by an enterprise at a central or core location), (c) at the edge (i.e., at the
location near where the data are generated), (d) in the cloud (i.e., a data center operated
by a cloud service provider, where over 30% of all stored data is uploaded), or (e) any
combination of the above. Because the data landscape is more dispersed than ever, the
modern organization requires IT solutions that capture and analyze data as they move
from “edge to core to cloud.”

Storage. Once generated, data will be stored until needed (a) on disks embedded in
stationary and mobile computing devices (e.g., desktop and laptop computers, tablets,
smartphones, digital assistants, wearables/watches, and fitness trackers), (b) in data
centers operated by government agencies and business enterprises, and (c) in the cloud
(i.e., mega-data centers operated by cloud service providers). Surprisingly, only a small
percentage of newly created data (2%) is kept. Nonetheless, in line with the rapid
growth of the data volume, the installed base of storage capacity is forecast to increase
at a compound annual growth rate of 19.2%.

The Internet.  Data (called messages) will be transported by its sender to a recipient 
along the internet, a worldwide computer network (owned and operated by internet 
service providers) that transmits a variety of data and media across interconnected 
devices.  In the year 2000, only 52% of US adults used the internet.  That number jumped 
to 90% in 2020.  Approximately 7.5 billion people are projected to use the internet by 
2030 when 500 billion devices will be connected to the internet.

Receipt and Consumption. Once refined data are received, government agencies,
enterprises and individuals can delete the data, consume it (and then delete or store the
data), or work on the data (which restarts the data cycle).
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…ON-PREMISES…IN THE CLOUD …AT THE EDGE

DATA CONSUMPTIONDATA TRANSMISSION COMPANIES
BROADBAND / INTERNET SERVICE PROVIDERSKEY INPUT TECHNOLOGY MANUFACTURERS

Networking Equipment  (Modems, Wi-Fi Routers, Switches, Access Points, Headsets, Fiber Optic Cable, Security)Semiconductors

Alphabet-Owned

C6ISR Providers (Command, Control, Communications, Computers, Cyber, Combat Systems/Intelligence, Surveillance and Reconnaissance)

Deutsche Telekom-Controlled

ENTERPRISE COMPUTING  INFRASTRUCTURE AND SOFTWARE COMPANIES PERSONAL COMPUTING DEVICE MAKERS

GOVERNMENT DATA GENERATORS AND COLLECTORS

Networking/ConnectivityServers, Storage, Other

Selected Personal Device Applications Developers

Plant AutomationPersonal Cloud Computing and StorageEnterprise Cloud Computing and Storage

Microsoft-Owned

Selected Develpers of Business, Cloud-Hosted and Data Center Applications and Key Input Producers for IT Infrastructure

VMware Cloud on AWS

Patient Care, Pharmaceuticals, Pharmacies, Medical Devices, Distributors 

PROFESSIONAL 
SERVICES

ENTERTAINMENT

BUSINESS DATA GENERATORS AND COLLECTORS 
RETAIL

IT / TELECOMMUNICATIONS

HEALTH

OIL, GAS, CHEMICALS

FOOD 

DEFENSE

TRANSPORTATION 

METAL

INDUSTRIAL
(including Automotive)

HOSPITALITY 

FINANCIAL

Hindalco-Owned

HOME 
BUILDING, 

PAPER 
PRODUCTS

UTILITIES
INDIVIDUAL DATA GENERATORS AND COLLECTORS 

Exploration/Production, Refineries, Pipelines, Retail, ChemicalsConsumer Goods Makers, Retailers Airline, Trucking, Railroads, 
Shipping Companies

Telecom / Cable, Cloud Services, IT Infrastructure, 
Computing Devices. Applications Production, Processing, Distribution, Retail

Banking, Insurance, 
Investments

Data Activities
Upstream: 

Data Production
I

II

The Promise of Data. Many experts believe data (and particularly big data) hold the key
to the future because of their ability to reveal patterns and connections that significantly
improve lives from secure self-driving cars to more effective pharmaceutical treatments
to more reliable weather forecasts enabling farmers to get better yields or predicting
drought conditions. To understand how to harness the benefits of data, the starting point
is to understand what data are, who generates data, and who collects data.

Data Creation. Data volumes have skyrocketed. From 2010 to 2020, the amount of data
created, captured, copied, and consumed in the world increased from 1.2 trillion
gigabytes to 59 trillion gigabytes, an almost 5,000% rate of growth! IBM estimates there
are 2.9 million emails sent every second, 375 megabytes of data consumed by
households daily, 20 hours of video uploaded to YouTube every minute, 24 petabytes of
data processed per day by Google, and 73 products ordered on Amazon per second.
More data was generated in the last two years than in the entire human history before
that. The total amount of data created, captured, copied, and consumed globally is
forecast to increase rapidly, reaching 180 zettabytes in 2025. We are swimming in a
world of data.

Data Creators. Every individual, business enterprise, and government agency
anywhere generates data. Individuals constantly generate data, primarily of a personal
nature. On Google alone, people submit 40,000 search queries per second, which
amounts to 1.2 trillion searches yearly! Each minute, 300 new hours of video show up
on YouTube. That’s why there are more than 1 billion gigabytes (1 exabyte) of data on
Google’s servers! People share more than 100 terabytes of data on Facebook daily.
Every minute, users send 31 million messages and view 2.7 million videos. Smart
devices (for example, fitness trackers, sensors, and Amazon Echo) produce 5 quintillion
bytes of data daily.

Every business generates data (a) through its internal support functions (e.g., human
resources, procurement, legal, accounting, R&D, sales and marketing) that tends to be
similar across all business sectors and (b) arising from operations that are unique to its
business sector (i.e., the products and services the company sells), such as healthcare
(health insights, data on the effectiveness of different drug treatments, and
improvements in emergency room care), banking (customer account balances, and loan
delinquencies), entertainment media (the TV shows subscribers watched during peak
viewing hours), retail (customer profiles and purchase histories and habits), energy and
utility industries (sensors that indicate turbine and engine performance), construction
(building construction sequencing, and subcontractor scheduling), and transportation
(train conditions and fuel consumption).

In the U.S., the federal government is perhaps the most prolific generator of data,
including weather, employment, and economic statistics, surveillance footage of foreign
troop movements, the flight paths of asteroids and comets, the amount of government
student loans outstanding, and data on the incidence of disease.

Data Collection. Although individuals, businesses and government agencies generate
data for themselves (original data generation), each data generator is involved in
collecting data from the other data generators, which itself is a form of data generation
(secondary data generation). For example, a business will collect personal data from its
customers in order to establish an online banking account, the government will request
data from a pharmaceutical company to determine whether to grant approval for a new
drug, and individuals will collect data from the government or a business in order to
initiate litigation.

Round-Trip Process. Raw, unprocessed data will be transported from an individual’s
device (whether acting alone or for a business or government entity) to a data center,
private cloud or public cloud and back again as refined data. This cycle is essentially a
"round-trip" process, where data is effectively mined, shipped, refined, and shipped again.
Although the round-trip process typically occurs in the blink of an eye, the transport of
data (as with any shipping process that involves logistics) takes time.

Computing (i.e., Analyzing and Processing). Over 99% of collected data never gets used
or analyzed. Despite this tremendous waste of data, data that are ultimately used will be
processed into more valuable products for their owners, such as (a) for individuals, a
photo collection or recommended music playlist, healthy diet plan, or exercise regime for
individuals or (b) for businesses, insights on how to increase productivity and reduce
costs, when to repair equipment, what goods to produce (and the price to sell them), or
whether fraud may be occurring.

Applications. Big data is only as useful as the ability to read it. Therefore, data
generators and collectors need tools to analyze and read the data. Businesses use tools
to extract data from business systems and integrate it into a repository, such as a data
warehouse. Once in the warehouse, the data can be analyzed. Analytical tools range
from spreadsheets with statistical functions to enterprise resource planning systems
(ERP), customer relations management programs (CRM), payroll tools, and operational
systems.

Edge to Core to Cloud. The applications can be located (a) on-device (i.e., on the same
computing device where the data are stored), (b) on-premises (i.e., in a data center
maintained by an enterprise at a central or core location), (c) at the edge (i.e., at the
location near where the data are generated), (d) in the cloud (i.e., a data center operated
by a cloud service provider, where over 30% of all stored data is uploaded), or (e) any
combination of the above. Because the data landscape is more dispersed than ever, the
modern organization requires IT solutions that capture and analyze data as they move
from “edge to core to cloud.”

Storage. Once generated, data will be stored until needed (a) on disks embedded in
stationary and mobile computing devices (e.g., desktop and laptop computers, tablets,
smartphones, digital assistants, wearables/watches, and fitness trackers), (b) in data
centers operated by government agencies and business enterprises, and (c) in the cloud
(i.e., mega-data centers operated by cloud service providers). Surprisingly, only a small
percentage of newly created data (2%) is kept. Nonetheless, in line with the rapid
growth of the data volume, the installed base of storage capacity is forecast to increase
at a compound annual growth rate of 19.2%.

The Internet.  Data (called messages) will be transported by its sender to a recipient 
along the internet, a worldwide computer network (owned and operated by internet 
service providers) that transmits a variety of data and media across interconnected 
devices.  In the year 2000, only 52% of US adults used the internet.  That number jumped 
to 90% in 2020.  Approximately 7.5 billion people are projected to use the internet by 
2030 when 500 billion devices will be connected to the internet.

Receipt and Consumption. Once refined data are received, government agencies,
enterprises and individuals can delete the data, consume it (and then delete or store the
data), or work on the data (which restarts the data cycle).
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Overview of the Information Technology Industry :  Data Flows

Data Center Applications Categories
(Data center infrastructure management (DCIM) software/applications help operators run data center operations more efficiently, dictate 

how the data center equipment functions, and provide centralized management of data center performance, such as efficient energy
utilization, machine learning

Enterprise Computing On-Premises (i.e., at the Core)

Key Data Center Applications Developers
Cisco Systems

Enterprise Computing at the Edge
THE DATA CENTER

The data center centralizes a business enterprise’s
shared IT operations for the purpose of storing,
backing up and recovering, managing, processing,
and disseminating data and applications. It
consists of (a) building or facility large enough to
house energy-consuming IT equipment in a
climate-controlled environment, (b) equipment and
software to run IT operations and store data and
applications (these “core components” include
servers, storage systems, networking infrastructure
such as hubs, switches, routers, bridges,
gateways, multiplexers, transceivers, and
information security elements such as firewalls,
VPN gateways, and intrusion detection systems),
(c) support infrastructure (i.e., equipment
contributing to securely sustaining the highest IT
system availability and reliability possible—
99.671% to 99.995% availability) such as
uninterruptible power sources, environmental
control systems, and physical security systems,
and (d) operations staff to monitor and maintain the
IT and infrastructure equipment on a 24/7 basis.
Because they house the organization’s most critical
asset (data), data centers are crucial for daily
operations and business continuity of an enterprise
and are viewed as top priorities. There are more
than 7 million data centers worldwide. Due to the
public cloud, modern data center infrastructures
have evolved from on-premises physical servers to
virtualized platforms that supports applications and
workloads across multi-cloud environments.

EDGE COMPUTING NETWORK
Edge Network Devices
Edge Computing Servers

Edge Data Center

Device Makers

Dell EMC
Google Cloud

IoT Hardware/Connected 
Home Products

OFFICE COMPUTING
Stationary Computing Devices

Desktop Computers

Workstations

Thin Clients

Key Stationary Device Makers

Dell / VMWare
Apple

HP

Lenovo
Samsung

Mobile Computing Devices

Laptop Computers

Smartphones

Tablets

Key Mobile Device Makers

Dell
Apple

HP

Lenovo
Samsung

Printer/Copy Machines

Desk Phones/ Landlines

Virtual Machine Ware and 
Tools

(Keyboard, Video, Mouse or 
KVM and Virtual Machines on a 

Personal Computer)

Key Business Applications Categories

Contract 
Management

(Pramata, 
Concord, Agiloft)

Productivity 
(Office Email, 

Document 
Processing, 

Spreadsheets) 
(Microsoft Office 
365, Google G 
Suite, Apple)

Payroll (ADP)
Billing 

(Invoice Simple, Chargebee)
Selected Business Applications Developers

Oracle

Expense Reports (SAPConcur)

Virtual Meeting 
(Zoom, Cisco Webex)

Project Management
(Jira, monday.com, Trello 

Smartsheet, Wrike, ClickUp, 
Nifty, Basecamp, Hive Asana)

Business 
Messaging (Slack)

HR Management 
(Oracle, Ultimate 
Software, SAP, 

Workday)

Accounting (QuickBooks)

Procurement and Supply 
Chain Management
(SAP Ariba, Negotiatus, 

Oracle, Logility)

Purchase Order 
and Inventory 
Management

(Bellwether, Fraxion)

R&D Lab 
Manage(Quartzy) 

Microsoft Alphabet/Google Zoom SAP

Electronic 
Signatures
(DocuSign)

Document Storage 
(DropBox)

Cisco Systems

High Volume 
E-Commerce / 

Payments
(IBM, Clover, 

PaymentCloud, 
Merchant One, 

PayPal)

AWS
Intel

Microsoft IBM
SAP

Oracle
HuaweiCisco Systems Equinix

ADLINKEdge Intelligence

Business 
Intelligence/Data 

Visualization (Retrieval 
and Manipulation of Data 
from Multiple Sources to 
Provide Single Customer 
View of Overall Data and 

Actionable Insights) 
(Microsoft, Tableau, Qlik, 
Salesforce, Snowflake)

DATA CENTERS

Data Storage, 
Management,  

Backup & Recovery
Big Data, 
Machine 
Learning, 
Artificial 

Intelligence 
(Algorithms)

Middleware
(Open application 

programming interface 
software that acts as a 

bridge between an 
operating system and the 
applications running on it) 

Data Center Performance Monitoring
(Data center device discovery, rack and floor space planning 

management, chilled water system, connectivity analysis, 
capacity utilization, network downtime, energy cost and utilization, 

tracking for physical, virtual, and cloud-assets, open application 
programing interface (API) to enable two business application to 

communicate, and temperature management, KPI tracking)

PLANT 
AUTOMATION

Plant Automation 
Equipment and 

Software

Control, 
Monitoring, and 
Safety Systems

Drives

Robotic 
Equipment

Control Room 
Solutions

Human Machine 
Interface

Motion Control

Key Industrial  
Automation 

Makers

ABB
Emerson 
Process 

Management

Siemens
Rockwell 

Automation

Key Data Center Categories

Data Center Device Manufacturers

Dell Technologies 
(Servers, Storage)

HPE 
(All Categories)

Standard Servers
High Performance 
Computing Servers

Mission Critical Servers
Wired and Wireless 
Local Area Network 

(LAN)
(WIFI Access Points, 
Switches, Routers, 

Sensors, and Related 
Software)

Software-Defined 
Wide Area Network 

(WAN)

Primary Storage
Data Storage

Unstructured Data 
StorageApplications Servers

Web Servers
Database Servers

Media Servers

Microsoft Servers 
(Servers)

IBM Systems Hardware
(Servers, Storage)

Cisco System
(All Categories)

Extreme Networks
(Networking)

Lenovo Group 
(Servers, Storage)

Net App
(Servers)

Arista Networks
(Networking)

Juniper Networks 
(Networking)

Storage Arrays

Firewalls

Load Balancer

Security

Application Delivery 
Controllers

Servers

Networking Equipment

Schneider 
Electric

Honeywell
Real-time Data 

Collection
Workload 

Optimization

EDGE COMPUTING
Edge computing is the practice of capturing,
storing, processing, and analyzing data near the
client (i.e., where the data is generated, such a
personal computing device) instead of in a
centralized data-processing warehouse. At the
edge of any network, there are opportunities for
positioning servers, processors, and data
storage arrays as close as possible to those
who can make best use of them. Where a
business enterprise can reduce the distances,
the speed of electrons being essentially
constant, it can minimize latency (i.e., lag or
delays in communication over a network). A
network designed to be used at the edge
leverages this minimal distance to expedite
service and generate value. Essentially, edge
computing works by pushing data, applications
and computing power away from the centralized
network to, and running workload at, its
extremes. In technical terms, it is referred to as
a “distributed IT network architecture” that
enables mobile computing for data produced
locally. By contrast, massive amounts of
centralized data often mean more risk,
increased time spent sorting through less helpful
data in the data center or cloud, and a heavier
investment in enterprise security. Edge
computing takes some pressure off data centers
by processing and storing data at a local server
or device level.

Oracle Adobe Systems IBM Microsoft Servers Schneider ElectricHPEApache Salesforce

PERSONAL COMPUTING
Personal computing is the act of processing, analyzing, and storing data on a personal
computing device (i.e., a device designed for only one person to use at a time). Although
computing is often done through applications hosted in the public cloud, many data processing
actions can be done entirely within the personal computer. Personal computers fall into several
categories, differentiated by their size: desktop computers, laptops, smartphones, and tablets.
A desktop computer is designed to be used at a desk and is seldom moved. Its essential
components consist of (a) external parts such as a keyboard, a mouse, and a monitor and (b)
internal parts, including the central processor (the brain), memory, and storage. Desktop
computers are on the expensive end of the cost spectrum and tend to be more powerful than
their smaller relatives, can run a variety of applications, and can be enhanced with additional
storage drives and memory. A laptop (also called a notebook) is portable and designed to fold
up like a notebook for carrying and storage. It includes a built-in screen, keyboard, pointing
device (instead of a mouse). Laptops can run most software applications, are more expensive
than tablets and smartphones, but they are not customizable or upgradable. A tablet is a
portable computer consisting of a touch-sensitive screen mounted on a plastic frame with a
small computer components inside. It has no physical keyboard or pointing device, but a
software-based keyboard appears on-screen when needed. Though convenient because of
their extreme portability, tablets have limited memory and storage and can run desktop
computer applications. A smartphone is a mobile phone that has a touch-sensitive screen and
can run applications (e.g., music and photo organizers, games, location-aware applications,
and a navigation program). However, it lacks the power and is not customizable.

Personal Computing on DeviceEnterprise Computing in the Cloud
PERSONAL COMPUTING

Personal Computing Devices
Smartphones

Tablets
Desktop Personal 

Computers

Wearables 
(Smartwatches and 

Fitness Devices)

Gaming Consoles
Laptop Personal 

Computers 

Key Applications Categories
Calendar Service

Productivity
(Spreadsheets, 
Documents, and 
Presentations)

Music, Storage and 
Organization

Dictionary and 
Language 
Translation

Navigation / Maps
Photos, Storage 
and Organization

eBooks, Storage 
and Organization
Games, Storage 
and Organization

Web Search

Selected Applications Developers
Apple 

(Apple Maps, iCal, 
Pages, Keynote, 

Numbers)

Amazon
(eCommerce, Books, 

Music)

Google
(G-Suite--Slides, 

Sheets, Docs, Earth, 
Contacts, Calendar, 
Maps, Play Music, 

Stadia, Photos)

Microsoft 
(Word, Excel, 
PowerPoint)

Selected Device Makers

eleks

WillowTree

Y Media Labs

OpenXcell

GeekyAnts

Integrated 
Manufacturers

Apple
Amazon
Google

Original Equipment 
Manufacturers

Dell

Lenovo

Huawei

Xiaomi

Samsung

Sony

HP

ASUS
Acer

Sharp

Toshiba

FujitsuOperating System 
Developers

(Licensors to OEMs)

Alphabet 
(Google Android OS)

Microsoft 
(Windows OS)

Personal Digital 
Assistants (Alexa)

LG

PERSONAL CLOUD 
COMPUTING

Cloud Services
File Backup
File Sharing

Cloud Storage
(Photos, Music, Contacts, 

Calendars, Mail, Documents, 
eBooks, Games)

Productivity
(Email, Spreadsheets, 

Documents, Presentations)

Online Shopping

Navigation and 
Location Services

Representative Cloud 
Service Providers
Amazon Worldwide 

Consumer
(Amazon Drive)

Microsoft Office 
Consumer

(Microsoft OneDrive)

Alphabet/Google 
Services

(Google Drive)
Apple iCloud

(Apple Users Only)

HOW THE CLOUD WORKS FOR 
INDIVIDUAL CONSUMERS

When a customer uses a cloud-
based application (e.g., a
document storage application
such as Dropbox), the customer
is allotted a certain amount of
storage space in an online server
known as "the public cloud.”
These servers are owned by
cloud service providers (e.g.,
Amazon Web Services, Google
Cloud Platform, and Microsoft
Azure). Though small by
comparison, companies like
Dropbox also function as a cloud
service provider for users of its
application. After the customer
installs the Dropbox app on his or
her personal computing device,
any files that the customer stores
locally on his or her personal
device will be copied to the
Dropbox server as well. If the
customer make changes to these
files in one place, updates are
automatically mirrored
everywhere. By synchronizing
Dropbox files locally and online,
the customer can easily access
these files anywhere and share
them with others more easily.

Social Media

Facebook
(Facebook Users Only)

Microsoft Azure operates over 200 data centers
in 34 countries. The company recently
announced plans to build 50 to 100 new data
centers across the globe each year for the
foreseeable future. The locations of Microsoft’s
data centers that host secret data for the U.S.
government (e.g., the U.S. Dept. of Defense and
Central Intelligence Agency) are classified.

Key Categories
(Hospitality, Media, Retail, 

Healthcare, Financial 
Services, Sports, Gaming, 
Education, Food, Travel, )

Intellectsoft

Intuz Data

HPE

Huawei

Xiaomi
Sony

ASUS

AcerSharp

Toshiba

Fujitsu

LG

Huawei
Oppo

Motorola

LG
Xiaomi

Marketing Automation
(HubSpot, Adobe Campaign, 

Act-On, Marketo)
Business 

Process and 
Automation 

(Automate Company 
Workflows) (Nintex, 

Kissflow, Zoho 
Processmaker)

Zoho ADPQuickBooks

Citrix
(App Delivery Controllers)

Enterprise Resource 
Planning (Data Entry Used by All 

Company Departments to 
Streamline Work Across Entire 

Organization Including Accounting, 
Inventory Management, Customer 

Service, Business Process 
Management, Order Management, 
Human Resources, eCommerce, 
Shipping) (Oracle NetSuite, SAP 
Hana, Microsoft Dynamics 365)

Customer 
Relationship 
Management 

(Salesforce, 
NetSuite, Zoho)

DropBox

Switchboards

Mitsubishi
Danaher 
Industrial

Switchgear

Processing 
Machines

Valves, 
Actuators, 
Regulators

Compressors

Turbines

Sensors

PUBLIC CLOUD
The public cloud is defined as computing
resources and services (e.g., servers,
consumer and business applications, and
storage) offered by a cloud service provider
over the public Internet to anyone who wants
to use or purchase them. Cloud service
providers (typically one of the Big Tech
companies, such as Amazon Web Services,
Alphabet’s Google Cloud, and Microsoft Azure)
provide their infrastructure (IaaS or
Infrastructure as a Service), their cloud-based
platforms (PaaS or Platform as a Service),
their applications (SaaS or Software as a
Service), and/or storage services for free (for a
minimal level of service), for a fixed fee, or on
an on-demand basis, allowing customers to
pay only per usage for the central processing
unit (CPU) cycles, storage, or bandwidth they
consume. Cloud services give users access to
computing tools without the overhead of
physical infrastructure. The cloud service
provider owns and administers the data
centers where customers’ workloads run.
Cloud service providers assume responsibility
for all hardware and infrastructure
maintenance and provide high-bandwidth
network connectivity to ensure rapid access to
applications and data. Public clouds can also
be deployed faster than an enterprise’s own
on-premises infrastructures and with an almost
infinitely scalable platform.

CLOUD COMPUTING
Software-as-a-Service (SaaS)

Platform-as-a-Service 
(PaaS)

Infrastructure-as-a-
Service (IaaS)

Servers and Storage
Networking Firewalls 

/ Security

Operating Systems

Data Center Physical 
Plant / Building

Development Tools, 
Database 

Management, 
Business  Analytics

Hosted Applications
(see below)

Cloud Service Providers

Google Cloud Platform
Alibaba Cloud 

Computing
IBM Hybrid Cloud

Amazon Web Services
Microsoft Azure

Oracle

Cloud Hosted Applications Categories

Representative Cloud Hosted Applications Developers
Alibaba Cloud IBM Cloud & Cognitive SoftwareAmazon Web Services ZendeskGoogle Cloud Platform

Data Analytics

Application 
Integration

Blockchain

Storage

Altered and 
Virtual Reality

Cost 
Management

SQL Database
(Relational 

Database Services 
for MySQL, 

PostgreSQL, and 
SQL Server)

Developer Tools

AI and Machine 
Learning

Business 
Applications 

(See 28)

Tableau Software and Other 
Big Data Warehouse 

Optimization Applications 
(Reading unstructured, semi-

structured and structured data for 
insights, business intelligence, price 

optimization, recommendation 
engines, preventive maintenance 

and support )

Operations 
(Monitoring, 

Logging, and  App 
Performance)

Stream/Batch 
Processing 
Analytics

Containers/
Kubernetes

(Managed 
Environment for 

Running 
Containerized 

Apps)

Platform for 
Modernizing 

Existing Apps, 
Building New 

Apps Computing
(Event-Driven 

Compute Platform 
for Cloud Services 

and Apps)

Application 
Programming 
Interface (API) 
Management

Healthcare and 
Life Sciences

Hybrid and 
Multicloud

Serverless 
Computing

End User 
Computing

Customer 
Engagement

Game Tech

Media ServicesMobile

Internet of 
Things (IoT)

Networking

Robotics

Management 
and 

Governance

Migration and 
Transfer

Satellite 

Quantum 
Technologies

Security, 
Identity, and 
Compliance

Content 
Delivery

Microsoft Azure

Personal 
Applications 

(See 30)

Social Media
(Cloud-based Only)

Apache (Hadoop, Hive, Spark SQL)

PRIVATE CLOUD
While a public cloud encompasses infrastructure,
platforms, software, and storage services offered by
a cloud service provider over the public internet to
anyone who wants to buy them, private cloud
services are offered over the internet (or over a
private internal network) to only select users (such as
U.S. Customs and Border Protection), not the general
public.
Government Private Cloud. The federal government
is one of the largest buyers of private cloud services.
These services enable government agencies (and
contractors supporting the US government) to move
more sensitive workloads securely into the cloud,
modernize their technology, and save time and
resources while meeting critical mission needs.
Authorized private cloud service providers to the
government include AWS GovCloud, IBM Cloud for
Government, Microsoft Azure Government, Google
Cloud Platform, and Oracle, among many others.

Significant Government Cloud Services 
Customers (by number of  cloud service authorizations) 

U.S. Dept. of Energy (62) 
U.S. Dept. of Homeland Security (61)

U.S. Dept. of Treasury (58) 

U.S. Dept. of Veteran Affairs (82)
U.S. Dept. of Commerce (62) 

U.S. Dept. of Justice ((53)

U S. Dept. of Health and Human Services (85)

U.S. Dept. of Defense (58)

Personal Cloud Computing

Adobe GitHub DocuSign Zoom McAfeeBox

GOVERNMENT (Reasons for Collecting Business Data)GOVERNMENT (Reasons for Collecting Government Data) BUSINESS (Reasons for Collecting Government Data) INDIVIDUALS 
(Reasons for Collecting 

Individual Data)

BUSINESS DATA GENERATION INDIVIDUAL DATA GENERATIONGOVERNMENT DATA GENERATION
Photos, videos

(Family, baby, friends, wedding, family reunions, 
vacations, holidays, and other special occasions

Art
(Music, writings, drawings)

Personal and Legal Data
(Address books, contacts, birth dates, social security 

number, birth certificates, fingerprints, passwords, arrest / 
conviction history)

Personal Health Data
(Blood pressure measurements, sleep, heart rate data, 
medical history, blood test data, vaccinations, allergies, 

health insurance, height, weight)

Food and Beverage Data
(Food purchases, food preferences, food allergies, grocery 

lists, recipes)

Financial and Tax Data
(Bank accounts, tax returns, cash deposits, credit score, 
investment portfolio, budgets, home and auto loans and 

insurance, life insurance policy, account passwords, credit 
card usage)

Exercise Data
(Heart rate data, steps taken, calories consumed, workout 

data)

Communications Data
(Text messages, emails, phone call data, voice mail)

Consumer Spending Data
(In-store and online spending on goods and services, 

product and service complaints)

Location Data
(Personal location, device location, family tracking, 

movement tracking)

Internet Data
(Browser web search history (porn, amazon.com, 

YouTube, and entertainment websites visited), account 
passwords, purchase history)

Entertainment Data
(TV viewing and streaming history, TV recording, gaming, 

attendance at sporting event and concerts)

Auto Data
(Driving history, traffic violation / tickets, auto insurance, 
driving video footage, speed data, vehicle ID and other 

information, accident history, gas consumption, property 
value)

Home Data
(Home address, electricity and gas consumption, property 

value, school district, zoning, home mortgage, home 
insurance)

Internal Research and Development
(Product innovation, process innovation, quality innovation, testing, root-

cause analysis, intellectual property generation)

Internal Human Resources
(Compliance with non-discrimination law reports, serious injury reports, personal 

employee data, compensation and benefits data, performance 
management/evaluations, workforce planning, job postings, job applications, 

talent management and development, diversity statistics)

Internal Legal
(Regulatory compliance, lawsuits, licenses, transactions, contracts, intellectual 

property protection, lobbying)

Internal Supply Chain
(Sourcing and procurement data, logistics, inventory control and 

warehouse, staging and tracking, shipping and freight, payment data, 
import data, supplier lists, costs)

Utilities (Gas, Electric, Telecommunications, and Water)
(Account information, usage and consumption data, payment history)

Consumer Discretionary
(Delivery, processing, plant equipment and performance data, customer 

and supplier data)

Energy (Electricity form Fossil Fuels, Wind, Solar, and Hydro)
(Production data, storage, engines and turbines, inter-connection data, 

transmission and distribution networks, capacity utilization, base-load and peaking 
demand, weather, consumer profiles, fossil fuel supply chain data)

Internal Employee Safety
(Death, serious injuries, days away from work)

Defense
(Military ships and aircraft carriers, weapons and ammunition, intelligence 
and surveillance systems, sensors, radar, navigation, design, develop, and 

test data)

Health Service Providers
(Patient tests, physical examination data, medical records, drug 

prescriptions, drug interactions and safety data, medical research, 
diagnoses, therapies and treatments)

Financial Services (Banking and Insurance)
(Consumer and business checking accounts, banking services, wealth and 

asset management services, investment banking, M&A advisory data, 
home and auto loans, credit card data, corporate loans, equity and fixed 

income securities brokerage, loan delinquencies, insurance)

Veterans Health, Burial and Benefits Data
(Death records, veteran’s burial, health, rehabilitation, disability 

compensation, insurance, pension and other benefits data)

Military Forces, Intelligence, Weapons, Aeronautics
(Air, land, and combat data, defense personnel, intelligence on 
foreign governments, electronic communications surveillance, 
geo-spatial intelligence, satellite/reconnaissance intelligence, 

human source intelligence/spying, emerging technologies, 
weaponry, data on weapons of mass destruction, logistics on 

weapons and tools, facilities security, R&D on missile systems, 
war records, personnel security investigations and counter-

intelligence, data on foreign militaries, military conscription data, 
aeronautics and space research)

Commerce
(Economic statistics, Census Bureau demographic data, exports 

and trade, Intellectual property, mapping of seas, weather, 
oceanic and atmospheric data, climate research)

Housing Statistics, Low-Income Housing Assistance, Housing 
Market

(Housing statistics, home ownership data, lead paint hazard, 
housing discrimination, mortgage insurance, home insurance 
underwriting standards, housing assistance for low-income 

families, elderly, disabled, and Native Americans, qualified home 
loan purchases, public shelter, homelessness)

State
(Arms control data, political affairs and defense relations, 

educational, cultural and diplomatic missions, supporting data for 
policy on economic growth, energy and environment, civilian, 
democracy promotion, and human rights protection, volunteer 

service in developing nations, civilian foreign aid)

Treasury and Financial
(Company annual, quarterly and periodic financial and material 
information disclosures, broker-dealer and commodities agent 
registration, commodity derivatives trading, consumer financial 
protection complaints, bank examination and compliance data, 

depositor insurance, terrorist and prohibited party database, 
currency, financial intelligence, tax determinations, 

assessments, and collections, securities law enforcement, stock 
exchange regulation, small business loan and guarantees, 
consumer financial protection data on home loans, student 

loans, and credit cards, national debt, Treasury security 
issuance, federal funds and discount rate data, economic data)

Labor
(Wages and hours records, employee retirement income security 
records, labor statistics, labor standards, compliance with non-
discrimination laws data, fair hiring complaints, serious injury 

data, unfair labor practices complaints, labor unionization 
election, unfair labor practices complaints, and mediation data,  

contests)

Interior
(Indian affairs and land, natural habitats—fish, wildlife and 

national parks, public lands for coal leases, surface mining, and 
cattle grazing, ocean energy, studies of landscape, natural and 
water resources and hazards, outdoor recreation and national 

monument data)

Energy
(Physical sciences and scientific research, nuclear weapon 

stockpile and threat reduction data, whole electricity and natural 
gas transmission, radioactive materials, federal dam power 

generation)

Homeland Security
(Passport data, visas and verification data, natural disaster, aid 

and rebuild data, coastal defense, immigration, air and land 
passenger and transportation security data, border inspection 

data on foreign animals, plants and contraband, customs, owned 
and leased federal buildings, cybersecurity threat data, critical 
physical and cyber infrastructure data, R&D data on security 

tools and technologies, coastal maps)

Transportation
(Transportation statistics, oil, gas and hazardous materials 

pipeline operating and safety data, railroad transportation data, 
air traffic control, aircraft certification, shipbuilding, shipping, port 

infrastructure, and maritime safety and commerce data, motor 
vehicle safety, fuel economy standards, vehicle manufacturer 
licensing, highway construction, use, and maintenance data,  
Amtrak railroad operating, track and railcar maintenance, and 
passenger data, aviation, ship, highway, pipeline, and railroad 

accident investigation data)

Public Health Statistics and Biomedical Research Data
(Substance abuse, mental health disorders, HIV/AIDS services, 
biomedical and public health research, Native American health 

services, Head Start and other aid to children and families, 
refugees, foster care, child abuse, food, drug, medical device, 

vaccines, cosmetics, tobacco products, and contraceptives 
research and safety data, Medicare and Medicaid enrollment 

data, disease control and prevention research)

Justice
(Investigations of illegal activity, arrest records, legal research, 

lawsuit pleadings, court judgments and opinion, filings 
concerning foreign investments and acquisitions impacting 

national security, antitrust complaints and investigations, merger 
reviews and clearance data, domestic surveillance, prison 

transport, incarceration management, court security, sentencing 
and parole information, trial and appeal files, court management, 
controlled substance investigations, enforcement and interdiction 

data)

Agriculture
(Animal and plant health inspections, wildlife damage 

management, invasive pest and pathogen control data, natural 
resources health data on forests and grasslands, agricultural 

products exports, farm production, crop insurance, soil 
conservation, rural economic development, food safety 

inspection of meat, poultry, and processed egg products, recall 
data, public health alert, food nutrition, low-income food 

assistance via Food Stamps, school meal assistance, loan data 
for farmers, ranchers, rural utilities, and cooperatives, subsidies) 

2 4
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Individual Data 
Transmitted to 

Businesses

Individual Data 
Transmitted to 
Government

Election
(Voter data, political party affiliation, campaign fundraising, 

electoral districts/maps)

Postal
(Routing information, residential addresses and postal codes, 

location data, postal rates,  and hours worked, vehicle fleet 
information, distribution and sorting facility information, 

equipment efficiency)

Social Security
(Social security and tax identification numbers, , retirement, 

disability and survivor benefits, funding levels)

Communications
(Spectrum data, service provider data on TV, satellite radio, wire, 
and cable communications, tracking of complaints; broadband 

access and fair competition, radio frequencies)

Environmental Protection
(Air, water, soil, and chemical pollution levels, hazardous 

substances, Superfund site list and data, research, clean-up data, 
complaint tracker)

Consumer Product Safety
(Uniform product safety standards, complaint tracking, research, 

investigations)

6

Education
(Federal university data, grants to career, technical and adult 
education centers, language learning, special education and 
rehabilitative services, federal student aid and grants to low-
income school districts, student loan guarantees, elementary 

and secondary education, work-study funding)

General Industrials
(Equipment and machinery performance, capacity, utilization, each factory 
or plants of an industrial company generates volumes of data (line speed, 
part produced per second, failure rates, downtime, bottlenecks, marketing 

data), allocation of machine hours by product mix )

Entertainment 
(Recordings, live performances, live sports, sheet music, games, scripts, 

screenplays, films and TV productions, copyrights, trademarks)

Tech
(Intellectual property, research and development data, marketing data, 

design and process data, data collection, algorithms)

Social Media
(Analytics and user insights, algorithm) 

Internal Finance
(Financial performance data, debt, cash, inventory levels, taxes and tax 

positions, accounting positions, investment portfolio, budget, annual plan, 
derivatives portfolio, internal audit reports)

Museums
(Museum collection, preservation, and research data)

Internal Sales
(Export data and customs duties, sales data by region, customer, product, 

and time, customer lists, pricing, marketing )

Internal Tech
(Data centers, software application licenses, IT infrastructure and 

architecture, physical and virtual personal computing devices, cloud 
computing subscriptions)

Building and Construction
(Raw material and equipment supplies, housing demand data, developer 

and homeowner profiles, contractor / labor pool, pricing, blueprints)

Transportation
(Aircraft, engines, ships, rail, trucks, buses, navigation data, traffic data, 

repair and maintenance, weather analysis)
Oil, Gas, and Petrochemical

(Oil and gas pipeline transmission data, exploration and production data, 
consumer profiles, storage and refinery capacity, utilization and other data)

Consumer Staples
(Food inspection data, delivery, recipes / processing, plant equipment and 

performance data, customer and supplier data)

Professional Services
(Legal, advertising, accounting, consulting, engineering, IT)

Education
(Research analysis and testing, academic writings, online learning, student 

records, alumni records, academic curriculum, colligate sports, property 
and facility management, research funding, fundraising campaigns, student 

loans and grants)

Individual Data 
Transmitted to 

Other Individuals

Business Data 
Transmitted to Other 

Businesses

BUSINESS (Reasons for Collecting Business Data) GOVERNMENT (Reasons for Collecting Individual Data) BUSINESS (Reasons for Collecting Individual Data)

Domestic Security

Environment & Consumer Safety

Security Clearances
Background Checks Research & Investigations

Public Health

Phase 1,2, & 3 Trial Data

Products and Services Development
(Health, Financial, Insurance, Pharma, Internet, 
Entertainment Industry, Transportation, Utilities, 

Consumer Goods, eCommerce Retailers)

Government Funding
Tax Payment

Research
(Financial Services, 

Health, Pharma)

Advertising
(Social Media, Internet Search 
Companies, Consumer Goods 
Industry, Auto, Entertainment)

Consumer Analytics 
for Advertisers; 

Preferences

Relationship Establishment

Goods and Services (e.g., Medical 
Treatments and Solutions, Service Levels, 
Loan Amounts, Tailored Solutions, Tickets 

and Admissions)

Prevent Bad Outcomes/Behaviors 
(e.g. Telematics Sent to Insurer)

Consumer Analytics; Preferences
Pricing Strategy

Government Reporting

Supply 
LevelsRestocking

Responding to 
Subpoena

Legal Reporting 
Requirements

Relationship Establishment, 
Certifications and Licenses

Surveillance/Spying

Social Security Registration
Government Services

Terrorist Tracking and 
Disruption

Registration, Licenses and Approvals

Export Licenses

Driver’s License
Risk Assessment / Diagnosis

Sex Offender Registry
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Hacking
Ransom

Funding Allocation

Vehicle Registration

Registration

Insights

Subsidy and Drug 
Allocation

Research

Environmental, Consumer 
Protection, Product Safety 

Regulation

Vaccine Development

Demographics and 
Census Insights

Voter Registration/Voting

Resource Allocation

Professional Licenses

Nuclear/Radioactive 
Material Disposal 

Licenses

Licenses for 
Broadcast by TV, 

Satellite, Radio, Wire, 
and Cable

Environmental Permits
Legal and Regulatory 
Compliance Reporting 

Merger Clearances

Government Services
Investigations

Investigations

5

Period Reporting 
on Compliance with 

Laws, Licenses, 
and Permits 

Aircraft and Personnel 
Certifications

Vehicle Manufacturing 
Licenses

Public Alerts

Product Recalls

Service Allocation

Information Management Software 
Providers

Serious Injury 
Reporting

Government Funding
Corporate Tax 

Payment

Workforce 
Reporting

Employee 
Withholding

Complaints and Disputes
Workplace

Road Conditions
Zoning

Lawsuits and Discovery

Disputes
Legal Discovery

Customs Duties

Policy Making

Certifications and Assessments
Credit Rating

Financial 
Statement Fillings

Payment Processing
Credit, Charge, and Debit 

Card Processing

Payment Processing
Credit, Charge, and 

Debit Card Processing

Drug Testing
Background Checks 

National Security

HR Information Management

Contract Management

Inventory Management

Hacking
Ransom

Products and Services Development
(Health Insurance, Financial Services, 

Pharma, Telecommunications, Transportation, 
Utilities, Oil and Gas, Industrial Goods, Auto, 

Consumer Goods)

Prevention

Consumer Analytics; Preferences
Pricing Strategy

Risk Assessment / Diagnosis

Tailored Goods and Services (e.g. 
Financial Consulting Recommendations, 

Service Levels, Loan Amounts)

Disputes

Legal Discovery

Supply Levels
Restocking

Government Reporting
Legal Reporting Requirements

Advertising
(Social Media, Internet 

Search Companies, 
Consumer Goods, 

Auto, Entertainment)
Consumer 

Analytics for 
Advertisers; 
Preferences

Relationship Establishment
Registration

Due Diligence
Credit Check

Social Media
Content for 

Platform

Accounts Receivables/Payables 

Financial Disclosures
Disputes

Law Enforcement  and 
Crime Prevention

INDIVIDUALS 
(Reasons for Collecting 

Individual Data)

Relationship 
Establishment

Friendship
Social Network

Understanding 
Weapons Capability

Aircraft, Ships, 
Vehicle, and 

Weapons Operation
Security Clearances

Service Allocation
Patent, Trademark 

and Copyright 
Registrations

Other Business 
Licenses/Approvals

Health Insurance 
Benefits Company 

Licensing
Research

Legal 
Proceedings

Law Enforcement

Legal Proceedings

Disputes
Legal 

Proceedings and 
Discovery

Legal Discovery
Legal Proceedings

INDIVIDUALS 
(Reasons for Collecting 

Individual Data)

Other
Job Search

Personal 
Investing

Disputes
Legal 

Proceedings and 
Discovery

Business Data 
Transmitted to 
Government

Business Data 
Transmitted to 

Individuals

Other
Job Search

Disputes
Legal 

Proceedings and 
Discovery

Products and Services Development
(Health Insurance, Financial Services, 

Pharma, Telecommunications, Transportation, 
Utilities, Oil and Gas, Industrial Goods, Auto, 

Consumer Goods)

Prevention

Consumer Analytics; Preferences
Pricing Strategy

Risk Assessment / Diagnosis

Tailored Goods and Services (e.g. 
Financial Consulting Recommendations, 

Service Levels, Loan Amounts)

Research

Disputes

Legal Discovery

Legal 
Proceedings

Advertising
(Social Media, Internet 

Search Companies, 
Traditional Media)

Consumer 
Analytics for 
Advertisers; 
Preferences

Payment Processing
Credit, Charge, and Debit 

Card Processing

Hacking
Ransom

Supply Levels
Restocking

Relationship Establishment
Registration

Due Diligence
Credit Check

Certifications and Assessments
Credit Rating

Information Management Software 
Providers

HR Information Management

Contract Management

Inventory Management
Accounts Receivables/Payables Information 

Gathering Information 
Gathering

National SecurityIntergovernmental Relations

Data Collection to Confirm 
Compliance with Treaty, 

Trade, and Defense 
Agreement with Allies

Surveillance of Foreign 
Governments and 

Officials
(Including Wire Taps, Bugs, 

and Email Traffic)

Hacking
Disruption

Inter-Government
(Foreign Government Data Collections from Homeland Government)

Intra-Government 
(Government Department Data Collection from Other Departments)

Understanding Military 
and Weapons Capability

Fact Finding
Hearings and 
Investigations

Subpoenas

Policy Making

Government Funding

Funding Allocation 
for State and Local 

Governments 
(Medicaid and Low-
income Education 

Assistance)

Budget Creation

Government Data 
Transmitted to 

Business

Government Data Transmitted to 
Other Government Departments 

or Foreign Governments

Government Data 
Transmitted to 

Individuals
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Lockheed Martin
Northrop Grumman Raytheon Technologies

Honeywell General Dynamics 

U.S Defense Mission 
Systems Applications 

(Cyber, Command, Control, 
Communications, and 

Intelligence Surveillance 
and Reconnaissance; 

Maritime/Land Systems; 
and Navigation Targeting 

and Survivability)

Defense Contractors and Mission Systems Applications

Internal Support Data. Internal support data that are similar
from one organization to another include human resources,
environmental, health and safety, financial performance,
customer relations, periodic sales, the company’s annual
plan and budget, contract management, and supply chain
and procurement data. Because of these similarities,
companies are able to select from several commonly used or
standard business software applications to effectively
manage information and produce the information, results,
and insights required to manage the business effectively.

Product and Service-Specific Data. Product and service-specific
data are unique to a business sector and relate to the goods and
service solutions created, made and sold in the course of a
company’s operations (e.g., film and TV production, natural gas
and petroleum products pipeline transportation, credit card
payments processing, airline flight reservations, plant-based
protein production, cold rolled stainless steel sheet production,
data from a legal discovery process, etc.). Homegrown or
customized applications may be required to manage and process
forms of product and service-specific data.

Business Sectors. A list of the biggest companies in the U.S. (by
market capitalization or revenues) reveals a heavy concentration in
the technology, consumer goods, health care, financial services,
industrial, telecommunications, energy, oil and gas, utilities,
construction, and basic materials sectors. These companies are
among the largest data generators and processors. Every company
generates data (a) through its internal support functions that tends to
be similar across all business sectors (e.g., HR data) and (b) arising
from its business operations that are unique to its business sector
(i.e., the products and services the company sells).

Web Searches. Google processes more than 40,000 web searches every
second. This amounts to 3.5 billion searches per day on Google, and 5 billion
searches when we include the other search engines.
Social Media. The placement of content on social media fuels massive data
creation. Each day over 500 million tweets are sent on Twitter, four petabytes of
data are created on Facebook (the largest social media platform) by its two billion
active users, and 65 billion messages are sent on WhatsApp. Every minute of the
day, 527,760 photos are shared on Snapchat, 46,740 photos and videos are
posted on Instagram (95 million per day), 4,146,699 videos are watched on
YouTube, and 120 professionals join LinkedIn. Altogether, 300 million photos are
uploaded per day.

US Government is Prolific Data Generator and Collector. As a group,
government (consisting of the U.S. government, 50 state governments, and
over 30,000 units of local government) is a prolific generator and collector of
information for a wide variety of reasons in the public interest, safety and
welfare of the U.S., including verifying compliance with securities disclosure
laws, evaluating trademark and patent applications and grants, national
security, voter registration, the administration of social security benefits,
understanding demographic changes and other census data in order to allocate
government resources, law enforcement and crime scene processing, border
control, weather and climate monitoring, geological surveys, and surveillance.

Individual Data Generation. By 2025, it’s estimated that 463
exabytes of data will be created each day globally – that’s the
equivalent of 212,765,957 DVDs per day! The amount of data
individuals produce every data is brain-rattling, and most of the
time data are being generated without us even realizing it. The
driving force behind big data is the “data-fixation” of information.
To quote a common example, “in the past, you would just go for a
walk. Today you know it was 10,435 steps long and you burned
450 calories because of it.” People generate over five quintillion
bytes of data each day. Because this figure is meaningless to
most people, it helps to break it down.

Email Communications. We send 294 billion emails each
day. Of the 156 emails sent every minute, nearly 140
million of them (89%!) are spam emails.
Other. Over four terabytes of data are created from each
connected car. Now that our smartphones are exemplary
cameras, over five trillion photos have been stored. The
Internet of Things, with over 200 billion connected “smart”
devices that interact with each other and their individual
owners while collecting all kinds of data, is exploding and
is one of the primary drivers of our expanding data
landscape.

Government Data Generation Business Data Generation Individual Data Generation

D

A B C

F G

VMWare
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Boarding Pass
Credit Score

Driver’s License Fitness Data

Graduation Reception Photo

Sex Offender Registry

Grocery Receipt 

Team Photo

Fingerprints Record of Vaccinations

Blood Pressure Reading

Vehicle Registration

Voter Registration

Web Search History

Mission Critical Data Requires the Highest Level of Security. Whereas
individuals tend to generate data that are personal in nature (i.e., not
considered “mission critical”), “off-the-shelf” applications will do for most types
of personal computing. If an individual loses data, a nuisance is created, but
that’s about as far as it goes (except in the case of identity and financial
theft). As a result, individuals do not regard data security as high a priority as
does government. By contrast, the government and the people who work for
it are far flung and generate vast amounts of unique data requiring
specialized applications. Because data are vital for the government to
perform its core functions, its focus on secure computing is overwhelming.

H

Microsoft Data 
Center - Quincy, 

Washington

Microsoft 
Server and 

Storage Arrays

Cloud Service Providers

Government Savings from Analytics.
Government could gain an estimated $1
trillion globally from low cost and user-
friendly data analytics tools, such as
visualization and dashboarding which can
lead to (a) pattern analysis to predict
negative outcomes, (b) eliminating waste,
(c) detecting fraud and abuse in
government, (d) safety improvements, and
(d) operational process improvements.

Email Servers

DATA CONSUMPTION IN BYTESSender’s Location 
(i.e., Local Area Network or LAN for Individuals and Wide Area Network or WAN for Enterprises)

Messages Disassembled into Smaller Packets for the Internet Journey.
The Internet works by chopping data into chunks called packets. Each
packet then moves from the sender’s location (or local area network or
LAN) to the network of a local internet service provider (ISP), where it
will move rapidly through the internet in a series of steps (or hops).

Next Stop: Long-Haul Transmission by ISP. The next hop delivers the
sender’s data packets to a long-haul ISP, one of the telecommunications
giants that transport data (at the speed of light) on their networks of fiber-
optic cable and routers spanning the globe. ISPs offer the sender access to
their networks for a fee based on connection speeds and bandwidth levels.

Internet Service 
Provider Network 

(for Recipient)

Recipient’s LocationHow the Internet WorksI

Message
Data Packet

Data Packet
Data Packet Data Packet

Data Packet

Computing Devices

Router

Router
Router

Router

Router

Router
Router

Router

Router

Router

Router

Router

Router

Router

Router

Router

Router

Router

Gateway

The LAN connects 
to the ISPs 

Infrastructure via 
the Modem

Gateway Computing Devices

Message
Data Packet

Data Packet
Data Packet Data Packet

Data PacketRouter

Router

Router

Router

Router
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The size of data is measured in bytes.  Bytes are used to determine (a) the amount of computer storage consumed by data and (b) the 
volume of information that is sent over the internet in a given amount of time. For example, the average American uses about 7 gigabytes or 
GB of mobile data per month. Most ISPs will charge fees to users of their internet networks based on the number of bytes transmitted by the 
user.  Most internet users have heard of kilobytes, megabytes, gigabytes, or even terabytes—everyday amounts of data that represent the 
sizes of, say, an email attachment, two hours of Netflix TV content streaming, or an entire photo library stored in Amazon Photos. However, 
because because the entire digital universe is expected to reach 180 zettabytes (ZB) by 2025, a 410% increase from the current size of 44 
ZB, internet users will need need to learn the measures of larger data sizes.

Abbreviation Unit Value Size (in bytes) Examples
b bit 0 or 1 1/8 of a byte The smallest unit of data that a computer uses. It can be used to represent two 

states of information (a binary decision), such as yes or no
B bytes 8 bits 1 byte One B is equal to a single text character (e.g., “w”), and 10 bytes would equal a word
KB kilobytes 1,000 bytes 1,000 bytes One KB is equal to a sentence, and 100 KBs would equal an entire page
MB megabytes 1,0002 bytes 1,000,000 bytes A 500-page e-book; 1 song download equals 2 to 5 MBs
GB gigabytes 1,0003 bytes 1,000,000,000 bytes 7 minutes of video
TB terabytes 1,0004 bytes 1,000,000,000,000 bytes 130,000 photos
PB petabytes 1,0005 bytes 1,000,000,000,000,000 bytes 20 million file cabinets
EB exabytes 1,0006 bytes 1,000,000,000,000,000,000 bytes How much data each person on Earth produces per year
ZB zettabytes 1,0007 bytes 1,000,000,000,000,000,000,000 bytes As much information as there are grains of sand on all the world’s beaches

YB yottabytes 1,0008 bytes 1,000,000,000,000,000,000,000,000 bytes As much information as there are atoms in 7,000 human bodies

DATA 
TRANSPORTATION

Telecommunications
Wireless/Mobility Service
(Wireless Voice, Data, Text and 

Public Safety Services)

Key Telecommunications 
Services Providers

Wireless and Wireless-
Enabled Products

(Handsets, Wireless-Enabled 
Computers, Wireless Data 

Cards, Accessories)

Wireline Service/ 
Broadband Connectivity

(Internet Service via DSL, High-
Speed, Fiber-Optic, and Copper-

Based Networks)

AT&T
Verizon

Comcast
Charter 

Communications 
(Spectrum)

T Mobile
Cox

INTERNET NETWORK OWNERS
The U.S. internet landscape features miles of fiber-optic cable that connects the country to the world. 

While many owners of the largest fragments of these networks are well-known (AT&T, Comcast, 
Verizon), other less-well-known owners also play a vital role (e.g., Lumen Technologies). There are 
over 2,500 internet service providers in the U.S., but nearly one-half provide wired connections, and 

only a few offer complete coverage across the entire country.

Because data is growing 
faster than anticipated, it 

won’t be long until we 
use a brontobyte (BB or 
1,000 YBs), geopbyte 

(GPB or 1,000 BBs), or  
saganbyte (1,000 GPBs)

Internet Service 
Provider Network 

(for Sender)

HYBRID AND MULTI-CLOUDS
Hybrid Cloud. Most companies move into the cloud
incrementally, putting some of their workloads on a
public cloud or small-scale private cloud to gauge the
experience before taking the plunge, while relying on
their own data centers to handle the bulk of their
workloads. Other companies more committed to the
cloud may store sensitive financial or customer
information on a private cloud and use the public
cloud to run their enterprise resource planning
applications. In either scenario, these companies are
operating in the hybrid cloud--a mixed computing,
storage, and services environment made up of on-
premises computing, private cloud, and public cloud
services, with orchestration among them.
Multi-Cloud. A multi-cloud environment is one where
an enterprise uses more than one cloud platform that
each delivers a specific application. Governments and
enterprises use multiple cloud vendors so they can
choose IT services from various companies to (a)
avoid being locked in to one vendor that might raise
prices, (b) use what they perceive as the best-in-class
capabilities from a particular cloud service provider,
including those related to cloud storage, data analytics
or artificial intelligence, or (c) ensure they have a
backup in the event of an outage at a cloud service
provider. The downside of this approach is
“interoperability”—i.e., not have having a platform or
process in place to integrate various cloud services
into a usable format—but many tools and systems to
deal with interoperability issues are available from
companies such as IBM and Accenture.
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Wireless 
Router (i.e., 

a Switch)

Modem Wireless 
Router (i.e., 

a switch)

Modem

Arrival. In the final step, the destination device (the 
recipient’s computing device) reassembles all the 

sender’s data packets into a coherent message. (A 
separate message goes back through the network 

confirming successful delivery.)

The Path is Neither Direct Nor Straightforward.  The journey of the data packets often takes several more 
paths, which are plotted out one by one by the routers in the ISP’s network (in accordance with a so-called 

”Border Gateway Protocol” or BGP), as the data packets moves across the Internet.  For the system to work 
properly, the BGP information shared among routers cannot contain lies or errors that might cause a data 

packet to go off track – or get lost altogether.
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Data Transmission
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Government  
(as Business Data 
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Business
(as Data Generator)
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Individuals  
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Government  
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Individual
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Business  
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Collector)

Individual  
(as Individual Data 

Collector)

Cloud-Processed Data Core-Processed Data

Data Consumption

Internet
Government  

(as Data 
Consumer)

Business  
(as Data 

Consumer)

Individuals  
(as Data 
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Enterprise Computing

Internet Service Provider’s Telecommunications Network

Device-Processed DataEdge-Processed Data
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Personal Computing on Device

Government Data Generation 

Government  
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Government
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Collector)
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(as Government  Data 
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Data Activities

Midstream:  
Data Storage & Processing
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Upstream: 
Data Production
I

The Promise of Data. Many experts believe data (and particularly big data) hold the key
to the future because of their ability to reveal patterns and connections that significantly
improve lives from secure self-driving cars to more effective pharmaceutical treatments
to more reliable weather forecasts enabling farmers to get better yields or predicting
drought conditions. To understand how to harness the benefits of data, the starting point
is to understand what data are, who generates data, and who collects data.

Data Creation. Data volumes have skyrocketed. From 2010 to 2020, the amount of data
created, captured, copied, and consumed in the world increased from 1.2 trillion
gigabytes to 59 trillion gigabytes, an almost 5,000% rate of growth! IBM estimates there
are 2.9 million emails sent every second, 375 megabytes of data consumed by
households daily, 500 hours of video uploaded to YouTube every minute, 24 petabytes
of data processed per day by Google, and 73 products ordered on Amazon per second.
More data was generated in the last two years than in the entire human history before
that. The total amount of data created, captured, copied, and consumed globally is
forecast to increase rapidly, reaching 180 zettabytes in 2025. We are swimming in a
world of data.

Data Creators. Every individual, business enterprise, and government agency
anywhere generates data. Individuals constantly generate data, primarily of a personal
nature. On Google alone, people submit 40,000 search queries per second, which
amounts to 1.2 trillion searches yearly! Each minute, 500 new hours of video show up
on YouTube. That’s why there are more than 1 billion gigabytes (1 exabyte) of data on
Google’s servers! People share more than 100 terabytes of data on Facebook daily.
Every minute, users send 31 million messages and view 2.7 million videos. Smart
devices (for example, fitness trackers, sensors, and Amazon Echo) produce 5 quintillion
bytes of data daily.

Every business generates data (a) through its internal support functions (e.g., human
resources, procurement, legal, accounting, R&D, sales and marketing) that tends to be
similar across all business sectors and (b) arising from operations that are unique to its
business sector (i.e., the products and services the company sells), such as healthcare
(health insights, data on the effectiveness of different drug treatments, and
improvements in emergency room care), banking (customer account balances, and loan
delinquencies), entertainment media (the TV shows subscribers watched during peak
viewing hours), retail (customer profiles and purchase histories and habits), energy and
utility industries (sensors that indicate turbine and engine performance), construction
(building construction sequencing, and subcontractor scheduling), and transportation
(train conditions and fuel consumption).

In the U.S., the federal government is perhaps the most prolific generator of data,
including weather, employment, and economic statistics, surveillance footage of foreign
troop movements, the flight paths of asteroids and comets, the amount of government
student loans outstanding, and data on the incidence of disease.

Round-Trip Process. Raw, unprocessed data will be transported from an individual’s
device (whether acting alone or for a business or government entity) to a data center,
private cloud or public cloud and back again as refined data. This cycle is essentially a
"round-trip" process, where data is effectively mined, shipped, refined, and shipped again.
Although the round-trip process typically occurs in the blink of an eye, the transport of
data (as with any shipping process that involves logistics) takes time.

Computing (i.e., Analyzing and Processing). Over 99% of collected data never gets used
or analyzed. Despite this tremendous waste of data, data that are ultimately used will be
processed into more valuable products for their owners, such as (a) for individuals, a
photo collection or recommended music playlist, healthy diet plan, or exercise regime for
individuals or (b) for businesses, insights on how to increase productivity and reduce
costs, when to repair equipment, what goods to produce (and the price to sell them), or
whether fraud may be occurring.

Applications. Big data is only as useful as the ability to read it. Therefore, data
generators and collectors need tools to analyze and read the data. Businesses use tools
to extract data from business systems and integrate it into a repository, such as a data
warehouse. Once in the warehouse, the data can be analyzed. Analytical tools range
from spreadsheets with statistical functions to enterprise resource planning systems
(ERP), customer relations management programs (CRM), payroll tools, and operational
systems.

Edge to Core to Cloud. The applications can be located (a) on-device (i.e., on the same
computing device where the data are stored), (b) on-premises (i.e., in a data center
maintained by an enterprise at a central or core location), (c) at the edge (i.e., at the
location near where the data are generated), (d) in the cloud (i.e., a data center operated
by a cloud service provider, where over 30% of all stored data is uploaded), or (e) any
combination of the above. Because the data landscape is more dispersed than ever, the
modern organization requires IT solutions that capture and analyze data as they move
from “edge to core to cloud.”

Storage. Once generated, data will be stored until needed (a) on disks embedded in
stationary and mobile computing devices (e.g., desktop and laptop computers, tablets,
smartphones, digital assistants, wearables/watches, and fitness trackers), (b) in data
centers operated by government agencies and business enterprises, and (c) in the cloud
(i.e., mega-data centers operated by cloud service providers). Surprisingly, only a small
percentage of newly created data (2%) is kept. Nonetheless, in line with the rapid
growth of the data volume, the installed base of storage capacity is forecast to increase
at a compound annual growth rate of 19.2%.

The Internet.  Data (called messages) will be transported by its sender to a recipient 
along the internet, a worldwide computer network (owned and operated by internet 
service providers) that transmits a variety of data and media across interconnected 
devices.  In the year 2000, only 52% of US adults used the internet.  That number jumped 
to 90% in 2020.  Approximately 7.5 billion people are projected to use the internet by 
2030 when 500 billion devices will be connected to the internet.

Receipt and Consumption. Once refined data are received, government agencies,
enterprises and individuals can delete the data, consume it (and then delete or store the
data), or work on the data (which restarts the data cycle).

Downstream: 
Data Transport & Consumption
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Data Collection. Although individuals, businesses and government agencies generate
data for themselves (original data generation), each data generator is involved in
collecting data from the other data generators, which itself is a form of data generation
(secondary data generation). For example, a business will collect personal data from its
customers in order to establish an online banking account, the government will request
data from a pharmaceutical company to determine whether to grant approval for a new
drug, and individuals will collect data from the government or a business in order to
initiate litigation.
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Data Activities

Midstream:  
Data Storage & Processing

Data Center Applications Categories
(Data center infrastructure management (DCIM) software/applications help operators run data center operations more efficiently, dictate 

how the data center equipment functions, and provide centralized management of data center performance, such as efficient energy
utilization, and machine learning)

Enterprise Computing On-Premises (i.e., at the Core)

Key Data Center Applications Developers
Cisco Systems

Enterprise Computing at the Edge
THE DATA CENTER

The data center centralizes a business enterprise’s
shared IT operations for the purpose of storing,
backing up and recovering, managing, processing,
and disseminating data and applications. It
consists of (a) building or facility large enough to
house energy-consuming IT equipment in a
climate-controlled environment, (b) equipment and
software to run IT operations and store data and
applications (these “core components” include
servers, storage systems, networking infrastructure
such as hubs, switches, routers, bridges,
gateways, multiplexers, transceivers, and
information security elements such as firewalls,
VPN gateways, and intrusion detection systems),
(c) support infrastructure (i.e., equipment
contributing to securely sustaining the highest IT
system availability and reliability possible—
99.671% to 99.995% availability) such as
uninterruptible power sources, environmental
control systems, and physical security systems,
and (d) operations staff to monitor and maintain the
IT and infrastructure equipment on a 24/7 basis.
Because they house the organization’s most critical
asset (data), data centers are crucial for daily
operations and business continuity of an enterprise
and are viewed as top priorities. There are more
than 7 million data centers worldwide. Due to the
public cloud, modern data center infrastructures
have evolved from on-premises physical servers to
virtualized platforms that supports applications and
workloads across multi-cloud environments.

EDGE COMPUTING NETWORK
Edge Network Devices
Edge Computing Servers

Edge Data Center

Device Makers

Dell
Google Cloud

IoT Hardware/Connected 
Home Products

OFFICE COMPUTING
Stationary Computing Devices

Desktop Computers

Workstations

Thin Clients

Key Stationary Device Makers

Dell / VMWare
Apple

HP

Lenovo
Samsung

Mobile Computing Devices

Laptop Computers

Smartphones

Tablets

Key Mobile Device Makers

Dell
Apple

HP

Lenovo
Samsung

Printer/Copy Machines

Desk Phones/ Landlines

Virtual Machine Ware and 
Tools

(Keyboard, Video, Mouse or 
KVM and Virtual Machines on a 

Personal Computer)

Key Business Applications Categories

Contract 
Management

(Pramata, 
Concord, Agiloft)

Productivity 
(Office Email, 

Document 
Processing, 

Spreadsheets) 
(Microsoft Office 
365, Google G 
Suite, Apple)

Payroll (ADP)
Billing 

(Invoice Simple, Chargebee)
Selected Business Applications Developers

Oracle

Expense Reports (SAPConcur)

Virtual Meeting 
(Zoom, Cisco Webex)

Project Management
(Jira, monday.com, Trello 

Smartsheet, Wrike, ClickUp, 
Nifty, Basecamp, Hive Asana)

Business 
Messaging (Slack)

HR Management 
(Oracle, Ultimate 
Software, SAP, 

Workday)

Accounting (QuickBooks)

Procurement and Supply 
Chain Management
(SAP Ariba, Negotiatus, 

Oracle, Logility)

Purchase Order 
and Inventory 
Management

(Bellwether, Fraxion)

R&D Lab 
Manage(Quartzy) 

Microsoft Alphabet/Google Zoom SAP

Electronic 
Signatures
(DocuSign)

Document Storage 
(DropBox)

Cisco Systems

High Volume 
E-Commerce / 

Payments
(IBM, Clover, 

PaymentCloud, 
Merchant One, 

PayPal)

AWS
Intel

Microsoft IBM
SAP

Oracle
HuaweiCisco Systems Equinix

ADLINKEdge Intelligence

Business 
Intelligence/Data 

Visualization (Retrieval 
and Manipulation of Data 
from Multiple Sources to 
Provide Single Customer 
View of Overall Data and 

Actionable Insights) 
(Microsoft, Tableau, Qlik, 
Salesforce, Snowflake)

DATA CENTERS

Data Storage, 
Management,  

Backup & Recovery
Big Data, 
Machine 
Learning, 
Artificial 

Intelligence 
(Algorithms)

Middleware
(Open application 

programming interface 
software that acts as a 

bridge between an 
operating system and the 
applications running on it) 

Data Center Performance Monitoring
(Data center device discovery, rack and floor space planning 

management, chilled water system, connectivity analysis, 
capacity utilization, network downtime, energy cost and utilization, 

tracking for physical, virtual, and cloud-assets, open application 
programing interface (API) to enable two business application to 

communicate, and temperature management, KPI tracking)

PLANT 
AUTOMATION

Plant Automation 
Equipment and 

Software

Control, 
Monitoring, and 
Safety Systems

Drives

Robotic 
Equipment

Control Room 
Solutions

Human Machine 
Interface

Motion Control

Key Industrial  
Automation 

Makers

ABB
Emerson 
Process 

Management

Siemens
Rockwell 

Automation

Key Data Center Categories

Data Center Device Manufacturers

Dell Technologies 
(Servers, Storage)

HPE 
(All Categories)

Standard Servers
High Performance 
Computing Servers

Mission Critical Servers
Wired and Wireless 
Local Area Network 

(LAN)
(WIFI Access Points, 
Switches, Routers, 

Sensors, and Related 
Software)

Software-Defined 
Wide Area Network 

(WAN)

Primary Storage
Data Storage

Unstructured Data 
StorageApplications Servers

Web Servers
Database Servers

Media Servers

Microsoft Servers 
(Servers)

IBM Systems Hardware
(Servers, Storage)

Cisco System
(All Categories)

Extreme Networks
(Networking)

Lenovo Group 
(Servers, Storage)

Net App
(Servers)

Arista Networks
(Networking)

Juniper Networks 
(Networking)

Storage Arrays

Firewalls

Load Balancer

Security

Application Delivery 
Controllers

Servers

Networking Equipment

Schneider 
Electric

Honeywell
Real-time Data 

Collection
Workload 

Optimization

EDGE COMPUTING
Edge computing is the practice of capturing,
storing, processing, and analyzing data near the
client (i.e., where the data is generated, such a
personal computing device) instead of in a
centralized data-processing warehouse. At the
edge of any network, there are opportunities for
positioning servers, processors, and data
storage arrays as close as possible to those
who can make best use of them. Where a
business enterprise can reduce the distances,
the speed of electrons being essentially
constant, it can minimize latency (i.e., lag or
delays in communication over a network). A
network designed to be used at the edge
leverages this minimal distance to expedite
service and generate value. Essentially, edge
computing works by pushing data, applications
and computing power away from the centralized
network to, and running workloads at, its
extremes. In technical terms, it is referred to as
a “distributed IT network architecture” that
enables mobile computing for data produced
locally. By contrast, massive amounts of
centralized data often mean more risk,
increased time spent sorting through less helpful
data in the data center or cloud, and a heavier
investment in enterprise security. Edge
computing takes some pressure off data centers
by processing and storing data at a local server
or device level.

Oracle Adobe Systems IBM Microsoft Servers Schneider ElectricHPEApache Salesforce

PERSONAL COMPUTING
Personal computing is the act of processing, analyzing, and storing data on a personal
computing device (i.e., a device designed for only one person to use at a time). Although
computing is often done through applications hosted in the public cloud, many data processing
actions can be done entirely within the personal computer. Personal computers fall into several
categories, differentiated by their size: desktop computers, laptops, smartphones, and tablets.
A desktop computer is designed to be used at a desk and is seldom moved. Its essential
components consist of (a) external parts such as a keyboard, a mouse, and a monitor and (b)
internal parts, including the central processor (the brain), memory, and storage. Desktop
computers are on the expensive end of the cost spectrum and tend to be more powerful than
their smaller relatives, can run a variety of applications, and can be enhanced with additional
storage drives and memory. A laptop (also called a notebook) is portable and designed to fold
up like a notebook for carrying and storage. It includes a built-in screen, keyboard, and
pointing device (instead of a mouse). Laptops can run most software applications, and are
more expensive than tablets and smartphones, but they are not customizable or upgradable. A
tablet is a portable computer consisting of a touch-sensitive screen mounted on a plastic frame
with a small computer components inside. It has no physical keyboard or pointing device, but a
software-based keyboard appears on-screen when needed. Though convenient because of
their extreme portability, tablets have limited memory and storage and can run desktop
computer applications. A smartphone is a mobile phone that has a touch-sensitive screen and
can run applications (e.g., music and photo organizers, games, location-aware applications,
and a navigation program). However, it lacks the power and is not customizable.

Personal Computing on DeviceEnterprise Computing in the Cloud
PERSONAL COMPUTING

Personal Computing Devices
Smartphones

Tablets
Desktop Personal 

Computers

Wearables 
(Smartwatches and 

Fitness Devices)

Gaming Consoles
Laptop Personal 

Computers 

Key Applications Categories
Calendar Service

Productivity
(Spreadsheets, 
Documents, and 
Presentations)

Music, Storage and 
Organization

Dictionary and 
Language 
Translation

Navigation / Maps
Photos, Storage 
and Organization

eBooks, Storage 
and Organization
Games, Storage 
and Organization

Web Search

Selected Applications Developers
Apple 

(Apple Maps, iCal, 
Pages, Keynote, 

Numbers)

Amazon
(eCommerce, Books, 

Music)

Google
(G-Suite--Slides, 

Sheets, Docs, Earth, 
Contacts, Calendar, 
Maps, Play Music, 

Stadia, Photos)

Microsoft 
(Word, Excel, 
PowerPoint)

Selected Device Makers

eleks

WillowTree

Y Media Labs

OpenXcell

GeekyAnts

Integrated 
Manufacturers

Apple
Amazon
Google

Original Equipment 
Manufacturers

Dell

Lenovo

Huawei

Xiaomi

Samsung

Sony

HP

ASUS
Acer

Sharp

Toshiba

FujitsuOperating System 
Developers

(Licensors to OEMs)

Alphabet 
(Google Android OS)

Microsoft 
(Windows OS)

Personal Digital 
Assistants (Alexa)

LG

PERSONAL CLOUD 
COMPUTING

Cloud Services
File Backup
File Sharing

Cloud Storage
(Photos, Music, Contacts, 

Calendars, Mail, Documents, 
eBooks, Games)

Productivity
(Email, Spreadsheets, 

Documents, Presentations)

Online Shopping

Navigation and 
Location Services

Representative Cloud 
Service Providers
Amazon Worldwide 

Consumer
(Amazon Drive)

Microsoft Office 
Consumer

(Microsoft OneDrive)

Alphabet/Google 
Services

(Google Drive)
Apple iCloud

(Apple Users Only)

HOW THE CLOUD WORKS FOR 
INDIVIDUAL CONSUMERS

When a customer uses a cloud-
based application (e.g., a
document storage application
such as Dropbox), the customer
is allotted a certain amount of
storage space in an online server
known as "the public cloud.”
These servers are owned by
cloud service providers (e.g.,
Amazon Web Services, Google
Cloud Platform, and Microsoft
Azure). Though small by
comparison, companies like
Dropbox also function as a cloud
service provider for users of its
application. After the customer
installs the Dropbox app on his or
her personal computing device,
any files that the customer stores
locally on his or her personal
device will be copied to the
Dropbox server as well. If the
customer make changes to these
files in one place, updates are
automatically mirrored
everywhere. By synchronizing
Dropbox files locally and online,
the customer can easily access
these files anywhere and share
them with others more easily.

Social Media

Facebook
(Facebook Users Only)

Microsoft Azure operates over 200 data centers
in 34 countries. The company recently
announced plans to build 50 to 100 new data
centers across the globe each year for the
foreseeable future. The locations of Microsoft’s
data centers that host secret data for the U.S.
government (e.g., the U.S. Dept. of Defense and
Central Intelligence Agency) are classified.

Key Categories
(Hospitality, Media, Retail, 

Healthcare, Financial 
Services, Sports, Gaming, 
Education, Food, Travel, )

Intellectsoft

Intuz Data

HPE

Huawei

Xiaomi
Sony

ASUS

AcerSharp

Toshiba

Fujitsu

LG

Huawei
Oppo

Motorola

LG
Xiaomi

Marketing Automation
(HubSpot, Adobe Campaign, 

Act-On, Marketo)
Business 

Process and 
Automation 

(Automate Company 
Workflows) (Nintex, 

Kissflow, Zoho 
Processmaker)

Zoho ADPQuickBooks

Citrix
(App Delivery Controllers)

Enterprise Resource 
Planning (Data Entry Used by All 

Company Departments to 
Streamline Work Across Entire 

Organization Including Accounting, 
Inventory Management, Customer 

Service, Business Process 
Management, Order Management, 
Human Resources, eCommerce, 
Shipping) (Oracle NetSuite, SAP 
Hana, Microsoft Dynamics 365)

Customer 
Relationship 
Management 

(Salesforce, 
NetSuite, Zoho)

DropBox

Switchboards

Mitsubishi
Danaher 
Industrial

Switchgear

Processing 
Machines

Valves, 
Actuators, 
Regulators

Compressors

Turbines

Sensors

PUBLIC CLOUD
The public cloud is defined as computing
resources and services (e.g., servers,
consumer and business applications, and
storage) offered by a cloud service provider
over the public Internet to anyone who wants
to use or purchase them. Cloud service
providers (typically one of the Big Tech
companies, such as Amazon Web Services,
Alphabet’s Google Cloud, and Microsoft Azure)
provide their infrastructure (IaaS or
Infrastructure as a Service), their cloud-based
platforms (PaaS or Platform as a Service),
their applications (SaaS or Software as a
Service), and/or storage services for free (for a
minimal level of service), for a fixed fee, or on
an on-demand basis, allowing customers to
pay only per usage for the central processing
unit (CPU) cycles, storage, or bandwidth they
consume. Cloud services give users access to
computing tools without the overhead of
physical infrastructure. The cloud service
provider owns and administers the data
centers where customers’ workloads run.
Cloud service providers assume responsibility
for all hardware and infrastructure
maintenance and provide high-bandwidth
network connectivity to ensure rapid access to
applications and data. Public clouds can also
be deployed faster than an enterprise’s own
on-premises infrastructures and with an almost
infinitely scalable platform.

CLOUD COMPUTING
Software-as-a-Service (SaaS)

Platform-as-a-Service 
(PaaS)

Infrastructure-as-a-
Service (IaaS)

Servers and Storage
Networking Firewalls 

/ Security

Operating Systems

Data Center Physical 
Plant / Building

Development Tools, 
Database 

Management, 
Business  Analytics

Hosted Applications
(see below)

Cloud Service Providers

Google Cloud Platform
Alibaba Cloud 

Computing
IBM Hybrid Cloud

Amazon Web Services
Microsoft Azure

Oracle

Cloud Hosted Applications Categories

Representative Cloud Hosted Applications Developers
Alibaba Cloud IBM Cloud & Cognitive SoftwareAmazon Web Services ZendeskGoogle Cloud Platform

Data Analytics

Application 
Integration

Blockchain

Storage

Altered and 
Virtual Reality

Cost 
Management

SQL Database
(Relational 

Database Services 
for MySQL, 

PostgreSQL, and 
SQL Server)

Developer Tools

AI and Machine 
Learning

Business 
Applications 

(See 27)

Tableau Software and Other 
Big Data Warehouse 

Optimization Applications 
(Reading unstructured, semi-

structured and structured data for 
insights, business intelligence, price 

optimization, recommendation 
engines, preventive maintenance 

and support )

Operations 
(Monitoring, 

Logging, and  App 
Performance)

Stream/Batch 
Processing 
Analytics

Containers/
Kubernetes

(Managed 
Environment for 

Running 
Containerized 

Apps)

Platform for 
Modernizing 

Existing Apps, 
Building New 

Apps Computing
(Event-Driven 

Compute Platform 
for Cloud Services 

and Apps)

Application 
Programming 
Interface (API) 
Management

Healthcare and 
Life Sciences

Hybrid and 
Multicloud

Serverless 
Computing

End User 
Computing

Customer 
Engagement

Game Tech

Media ServicesMobile

Internet of 
Things (IoT)

Networking

Robotics

Management 
and 

Governance

Migration and 
Transfer

Satellite 

Quantum 
Technologies

Security, 
Identity, and 
Compliance

Content 
Delivery

Microsoft Azure

Personal 
Applications 

(See 29)

Social Media
(Cloud-based Only)

Apache (Hadoop, Hive, Spark SQL)

PRIVATE CLOUD
While a public cloud encompasses infrastructure,
platforms, software, and storage services offered by
a cloud service provider over the public internet to
anyone who wants to buy them, private cloud
services are offered over the internet (or over a
private internal network) to only select users (such as
U.S. Customs and Border Protection), not the general
public.
Government Private Cloud. The federal government
is one of the largest buyers of private cloud services.
These services enable government agencies (and
contractors supporting the US government) to move
more sensitive workloads securely into the cloud,
modernize their technology, and save time and
resources while meeting critical mission needs.
Authorized private cloud service providers to the
government include AWS GovCloud, IBM Cloud for
Government, Microsoft Azure Government, Google
Cloud Platform, and Oracle, among many others.

Significant Government Cloud Services 
Customers (by number of  cloud service authorizations) 

U.S. Dept. of Energy (62) 
U.S. Dept. of Homeland Security (61)

U.S. Dept. of Treasury (58) 

U.S. Dept. of Veteran Affairs (82)
U.S. Dept. of Commerce (62) 

U.S. Dept. of Justice ((53)

U S. Dept. of Health and Human Services (85)

U.S. Dept. of Defense (58)

Personal Cloud Computing

Adobe GitHub DocuSign Zoom McAfeeBox

GOVERNMENT (Reasons for Collecting Business Data)GOVERNMENT (Reasons for Collecting Government Data) BUSINESS (Reasons for Collecting Government Data) INDIVIDUALS 
(Reasons for Collecting 

Individual Data)

BUSINESS DATA GENERATION INDIVIDUAL DATA GENERATIONGOVERNMENT DATA GENERATION
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Photos, videos
(Family, baby, friends, wedding, family reunions, 
vacations, holidays, and other special occasions

Art
(Music, writings, drawings)

Personal and Legal Data
(Address books, contacts, birth dates, social security 

number, birth certificates, fingerprints, passwords, arrest / 
conviction history)

Personal Health Data
(Blood pressure measurements, sleep, heart rate data, 
medical history, blood test data, vaccinations, allergies, 

health insurance, height, weight)

Food and Beverage Data
(Food purchases, food preferences, food allergies, grocery 

lists, recipes)

Financial and Tax Data
(Bank accounts, tax returns, cash deposits, credit score, 
investment portfolio, budgets, home and auto loans and 

insurance, life insurance policy, account passwords, credit 
card usage)

Exercise Data
(Heart rate data, steps taken, calories consumed, workout 

data)

Communications Data
(Text messages, emails, phone call data, voice mail)

Consumer Spending Data
(In-store and online spending on goods and services, 

product and service complaints)

Location Data
(Personal location, device location, family tracking, 

movement tracking)

Internet Data
(Browser web search history (porn, amazon.com, 

YouTube, and entertainment websites visited), account 
passwords, purchase history)

Entertainment Data
(TV viewing and streaming history, TV recording, gaming, 

attendance at sporting event and concerts)

Auto Data
(Driving history, traffic violation / tickets, auto insurance, 
driving video footage, speed data, vehicle ID and other 

information, accident history, gas consumption, property 
value)

Home Data
(Home address, electricity and gas consumption, property 

value, school district, zoning, home mortgage, home 
insurance)

Internal Research and Development
(Product innovation, process innovation, quality innovation, testing, root-

cause analysis, intellectual property generation)

Internal Human Resources
(Compliance with non-discrimination law reports, serious injury reports, personal 

employee data, compensation and benefits data, performance 
management/evaluations, workforce planning, job postings, job applications, 

talent management and development, diversity statistics)

Internal Legal
(Regulatory compliance, lawsuits, licenses, transactions, contracts, intellectual 

property protection, lobbying)

Internal Supply Chain
(Sourcing and procurement data, logistics, inventory control and 

warehouse, staging and tracking, shipping and freight, payment data, 
import data, supplier lists, costs)

Utilities (Gas, Electric, Telecommunications, and Water)
(Account information, usage and consumption data, payment history)

Consumer Discretionary
(Delivery, processing, plant equipment and performance data, customer 

and supplier data)

Energy (Electricity form Fossil Fuels, Wind, Solar, and Hydro)
(Production data, storage, engines and turbines, inter-connection data, 

transmission and distribution networks, capacity utilization, base-load and peaking 
demand, weather, consumer profiles, fossil fuel supply chain data)

Internal Employee Safety
(Death, serious injuries, days away from work)

Defense
(Military ships and aircraft carriers, weapons and ammunition, intelligence 

and surveillance systems, sensors, radar, navigation, design, development, 
and test data)

Health Service Providers
(Patient tests, physical examination data, medical records, drug 

prescriptions, drug interactions and safety data, medical research, 
diagnoses, therapies and treatments)

Financial Services (Banking and Insurance)
(Consumer and business checking accounts, banking services, wealth and 

asset management services, investment banking, M&A advisory data, 
home and auto loans, credit card data, corporate loans, equity and fixed 

income securities brokerage, loan delinquencies, insurance)

Veterans Health, Burial and Benefits Data
(Death records, veteran’s burial, health, rehabilitation, disability 

compensation, insurance, pension and other benefits data)

Military Forces, Intelligence, Weapons, Aeronautics
(Air, land, and combat data, defense personnel, intelligence on 
foreign governments, electronic communications surveillance, 
geo-spatial intelligence, satellite/reconnaissance intelligence, 

human source intelligence/spying, emerging technologies, 
weaponry, data on weapons of mass destruction, logistics on 

weapons and tools, facilities security, R&D on missile systems, 
war records, personnel security investigations and counter-

intelligence, data on foreign militaries, military conscription data, 
aeronautics and space research)

Commerce
(Economic statistics, Census Bureau demographic data, exports 

and trade, Intellectual property, mapping of seas, weather, 
oceanic and atmospheric data, climate research)

Housing Statistics, Low-Income Housing Assistance, Housing 
Market

(Housing statistics, home ownership data, lead paint hazard, 
housing discrimination, mortgage insurance, home insurance 
underwriting standards, housing assistance for low-income 

families, elderly, disabled, and Native Americans, qualified home 
loan purchases, public shelter, homelessness)

State
(Arms control data, political affairs and defense relations, 

educational, cultural and diplomatic missions, supporting data for 
policy on economic growth, energy and environment, civilian, 
democracy promotion, and human rights protection, volunteer 

service in developing nations, civilian foreign aid)

Treasury and Financial
(Company annual, quarterly and periodic financial and material 
information disclosures, broker-dealer and commodities agent 
registration, commodity derivatives trading, consumer financial 
protection complaints, bank examination and compliance data, 

depositor insurance, terrorist and prohibited party database, 
currency, financial intelligence, tax determinations, 

assessments, and collections, securities law enforcement, stock 
exchange regulation, small business loan and guarantees, 
consumer financial protection data on home loans, student 

loans, and credit cards, national debt, Treasury security 
issuance, federal funds and discount rate data, economic data)

Labor
(Wages and hours records, employee retirement income security 
records, labor statistics, labor standards, compliance with non-
discrimination laws data, fair hiring complaints, serious injury 

data, unfair labor practices complaints, labor unionization 
election, unfair labor practices complaints, and mediation data,  

contests)

Interior
(Indian affairs and land, natural habitats—fish, wildlife and 

national parks, public lands for coal leases, surface mining, and 
cattle grazing, ocean energy, studies of landscape, natural and 
water resources and hazards, outdoor recreation and national 

monument data)

Energy
(Physical sciences and scientific research, nuclear weapon 

stockpile and threat reduction data, whole electricity and natural 
gas transmission, radioactive materials, federal dam power 

generation)

Homeland Security
(Passport data, visas and verification data, natural disaster, aid 

and rebuild data, coastal defense, immigration, air and land 
passenger and transportation security data, border inspection 

data on foreign animals, plants and contraband, customs, owned 
and leased federal buildings, cybersecurity threat data, critical 
physical and cyber infrastructure data, R&D data on security 

tools and technologies, coastal maps)

Transportation
(Transportation statistics, oil, gas and hazardous materials 

pipeline operating and safety data, railroad transportation data, 
air traffic control, aircraft certification, shipbuilding, shipping, port 

infrastructure, and maritime safety and commerce data, motor 
vehicle safety, fuel economy standards, vehicle manufacturer 
licensing, highway construction, use, and maintenance data,  
Amtrak railroad operating, track and railcar maintenance, and 
passenger data, aviation, ship, highway, pipeline, and railroad 

accident investigation data)

Public Health Statistics and Biomedical Research Data
(Substance abuse, mental health disorders, HIV/AIDS services, 
biomedical and public health research, Native American health 

services, Head Start and other aid to children and families, 
refugees, foster care, child abuse, food, drug, medical device, 

vaccines, cosmetics, tobacco products, and contraceptives 
research and safety data, Medicare and Medicaid enrollment 

data, disease control and prevention research)

Justice
(Investigations of illegal activity, arrest records, legal research, 

lawsuit pleadings, court judgments and opinion, filings 
concerning foreign investments and acquisitions impacting 

national security, antitrust complaints and investigations, merger 
reviews and clearance data, domestic surveillance, prison 

transport, incarceration management, court security, sentencing 
and parole information, trial and appeal files, court management, 
controlled substance investigations, enforcement and interdiction 

data)

Agriculture
(Animal and plant health inspections, wildlife damage 

management, invasive pest and pathogen control data, natural 
resources health data on forests and grasslands, agricultural 

products exports, farm production, crop insurance, soil 
conservation, rural economic development, food safety 

inspection of meat, poultry, and processed egg products, recall 
data, public health alert, food nutrition, low-income food 

assistance via Food Stamps, school meal assistance, loan data 
for farmers, ranchers, rural utilities, and cooperatives, subsidies) 
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Individual Data 
Transmitted to 

Businesses

Individual Data 
Transmitted to 
Government

Election
(Voter data, political party affiliation, campaign fundraising, 

electoral districts/maps)

Postal
(Routing information, residential addresses and postal codes, 

location data, postal rates,  and hours worked, vehicle fleet 
information, distribution and sorting facility information, 

equipment efficiency)

Social Security
(Social security and tax identification numbers, , retirement, 

disability and survivor benefits, funding levels)

Communications
(Spectrum data, service provider data on TV, satellite radio, wire, 
and cable communications, tracking of complaints;  broadband 

access and fair competition, radio frequencies)

Environmental Protection
(Air, water, soil, and chemical pollution levels, hazardous 

substances, Superfund site list and data, research, clean-up data, 
complaint tracker)

Consumer Product Safety
(Uniform product safety standards, complaint tracking, research, 

investigations)
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Education
(Federal university data, grants to career, technical and adult 
education centers, language learning, special education and 
rehabilitative services, federal student aid and grants to low-
income school districts, student loan guarantees, elementary 

and secondary education, work-study funding)

General Industrials
(Equipment and machinery performance, capacity, utilization, each factory 
or plants of an industrial company generates volumes of data (line speed, 
part produced per second, failure rates, downtime, bottlenecks, marketing 

data), allocation of machine hours by product mix )

Entertainment 
(Recordings, live performances, live sports, sheet music, games, scripts, 

screenplays, films and TV productions, copyrights, trademarks)

Tech
(Intellectual property, research and development data, marketing data, 

design and process data, data collection, algorithms)

Social Media
(Analytics and user insights, algorithm) 

Internal Finance
(Financial performance data, debt, cash, inventory levels, taxes and tax 

positions, accounting positions, investment portfolio, budget, annual plan, 
derivatives portfolio, internal audit reports)

Museums
(Museum collection, preservation, and research data)

Internal Sales
(Export data and customs duties, sales data by region, customer, product, 

and time, customer lists, pricing, marketing )

Internal Tech
(Data centers, software application licenses, IT infrastructure and 

architecture, physical and virtual personal computing devices, cloud 
computing subscriptions)

Building and Construction
(Raw material and equipment supplies, housing demand data, developer 

and homeowner profiles, contractor / labor pool, pricing, blueprints)

Transportation
(Aircraft, engines, ships, rail, trucks, buses, navigation data, traffic data, 

repair and maintenance, weather analysis)
Oil, Gas, and Petrochemical

(Oil and gas pipeline transmission data, exploration and production data, 
consumer profiles, storage and refinery capacity, utilization and other data)

Consumer Staples
(Food inspection data, delivery, recipes / processing, plant equipment and 

performance data, customer and supplier data)

Professional Services
(Legal, advertising, accounting, consulting, engineering, IT)

Education
(Research analysis and testing, academic writings, online learning, student 
records, alumni records, academic curriculum, collegiate sports, property 

and facility management, research funding, fundraising campaigns, student 
loans and grants)

Individual Data 
Transmitted to 

Other Individuals

Business Data 
Transmitted to Other 

Businesses

BUSINESS (Reasons for Collecting Business Data) GOVERNMENT (Reasons for Collecting Individual Data) BUSINESS (Reasons for Collecting Individual Data)

Domestic Security

Environment & Consumer Safety

Security Clearances
Background Checks Research & Investigations

Public Health

Phase 1,2, & 3 Trial Data

Products and Services Development
(Health, Financial, Insurance, Pharma, Internet, 
Entertainment Industry, Transportation, Utilities, 

Consumer Goods, eCommerce Retailers)

Government Funding
Tax Payment

Research
(Financial Services, 

Health, Pharma)

Advertising
(Social Media, Internet Search 
Companies, Consumer Goods 
Industry, Auto, Entertainment)

Consumer Analytics 
for Advertisers; 

Preferences

Relationship Establishment

Goods and Services (e.g., Medical 
Treatments and Solutions, Service Levels, 
Loan Amounts, Tailored Solutions, Tickets 

and Admissions)

Prevent Bad Outcomes/Behaviors 
(e.g. Telematics Sent to Insurer)

Consumer Analytics; Preferences
Pricing Strategy

Government Reporting

Supply 
LevelsRestocking

Responding to 
Subpoena

Legal Reporting 
Requirements

Relationship Establishment, 
Certifications and Licenses

Surveillance/Spying

Social Security Registration
Government Services

Terrorist Tracking and 
Disruption

Registration, Licenses and Approvals

Export Licenses

Driver’s License
Risk Assessment / Diagnosis

Sex Offender Registry
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Hacking
Ransom

Funding Allocation

Vehicle Registration

Registration

Insights

Subsidy and Drug 
Allocation

Research

Environmental, Consumer 
Protection, Product Safety 

Regulation

Vaccine Development

Demographics and 
Census Insights

Voter Registration/Voting

Resource Allocation

Professional Licenses

Nuclear/Radioactive 
Material Disposal 

Licenses

Licenses for 
Broadcast by TV, 

Satellite, Radio, Wire, 
and Cable

Environmental Permits
Legal and Regulatory 
Compliance Reporting 

Merger Clearances

Government Services
Investigations

Investigations
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Period Reporting 
on Compliance with 

Laws, Licenses, 
and Permits 

Aircraft and Personnel 
Certifications

Vehicle Manufacturing 
Licenses

Public Alerts

Product Recalls

Service Allocation

Information Management Software 
Providers

Serious Injury 
Reporting

Government Funding
Corporate Tax 

Payment

Workforce 
Reporting

Employee 
Withholding

Complaints and Disputes
Workplace

Road Conditions
Zoning

Lawsuits and Discovery

Disputes
Legal Discovery

Customs Duties

Policy Making

Certifications and Assessments
Credit Rating

Financial 
Statement Fillings

Payment Processing
Credit, Charge, and Debit 

Card Processing

Payment Processing
Credit, Charge, and 

Debit Card Processing

Drug Testing
Background Checks 

National Security

HR Information Management

Contract Management

Inventory Management

Hacking
Ransom

Products and Services Development
(Health Insurance, Financial Services, 

Pharma, Telecommunications, Transportation, 
Utilities, Oil and Gas, Industrial Goods, Auto, 

Consumer Goods)

Prevention

Consumer Analytics; Preferences
Pricing Strategy

Risk Assessment / Diagnosis

Tailored Goods and Services (e.g. 
Financial Consulting Recommendations, 

Service Levels, Loan Amounts)

Disputes

Legal Discovery

Supply Levels
Restocking

Government Reporting
Legal Reporting Requirements

Advertising
(Social Media, Internet 

Search Companies, 
Consumer Goods, 

Auto, Entertainment)
Consumer 

Analytics for 
Advertisers; 
Preferences

Relationship Establishment
Registration

Due Diligence
Credit Check

Social Media
Content for 

Platform

Accounts Receivables/Payables 

Financial Disclosures
Disputes

Law Enforcement  and 
Crime Prevention

INDIVIDUALS 
(Reasons for Collecting 

Individual Data)

Relationship 
Establishment

Friendship
Social Network

Understanding 
Weapons Capability

Aircraft, Ships, 
Vehicle, and 

Weapons Operation
Security Clearances

Service Allocation
Patent, Trademark 

and Copyright 
Registrations

Other Business 
Licenses/Approvals

Health Insurance 
Benefits Company 

Licensing
Research

Legal 
Proceedings

Law Enforcement

Legal Proceedings

Disputes
Legal 

Proceedings and 
Discovery

Legal Discovery
Legal Proceedings

INDIVIDUALS 
(Reasons for Collecting 

Individual Data)

Other
Job Search

Personal 
Investing

Disputes
Legal 

Proceedings and 
Discovery

Business Data 
Transmitted to 
Government

Business Data 
Transmitted to 

Individuals

Da
ta
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ol
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Other
Job Search

Disputes
Legal 

Proceedings and 
Discovery

Products and Services Development
(Health Insurance, Financial Services, 

Pharma, Telecommunications, Transportation, 
Utilities, Oil and Gas, Industrial Goods, Auto, 

Consumer Goods)

Prevention

Consumer Analytics; Preferences
Pricing Strategy

Risk Assessment / Diagnosis

Tailored Goods and Services (e.g. 
Financial Consulting Recommendations, 

Service Levels, Loan Amounts)

Research

Disputes

Legal Discovery

Legal 
Proceedings

Advertising
(Social Media, Internet 

Search Companies, 
Traditional Media)

Consumer 
Analytics for 
Advertisers; 
Preferences

Payment Processing
Credit, Charge, and Debit 

Card Processing

Hacking
Ransom

Supply Levels
Restocking

Relationship Establishment
Registration

Due Diligence
Credit Check

Certifications and Assessments
Credit Rating

Information Management Software 
Providers

HR Information Management

Contract Management

Inventory Management
Accounts Receivables/Payables Information 

Gathering Information 
Gathering

National SecurityIntergovernmental Relations

Data Collection to Confirm 
Compliance with Treaty, 

Trade, and Defense 
Agreement with Allies

Surveillance of Foreign 
Governments and 

Officials
(Including Wire Taps, Bugs, 

and Email Traffic)

Hacking
Disruption

Inter-Government
(Foreign Government Data Collections from Homeland Government)

Intra-Government 
(Government Department Data Collection from Other Departments)

Understanding Military 
and Weapons Capability

Fact Finding
Hearings and 
Investigations

Subpoenas

Policy Making

Government Funding

Funding Allocation 
for State and Local 

Governments 
(Medicaid and Low-
income Education 

Assistance)

Budget Creation

Government Data 
Transmitted to 

Business

Government Data Transmitted to 
Other Government Departments 

or Foreign Governments

Government Data 
Transmitted to 

Individuals
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Lockheed Martin
Northrop Grumman Raytheon Technologies

Honeywell General Dynamics 

U.S Defense Mission 
Systems Applications 

(Cyber, Command, Control, 
Communications, and 

Intelligence Surveillance 
and Reconnaissance; 

Maritime/Land Systems; 
and Navigation Targeting 

and Survivability)

Defense Contractors and Mission Systems Applications

Upstream: 
Data Production

Internal Support Data. Internal support data that are similar
from one organization to another include human resources,
environmental, health and safety, financial performance,
customer relations, periodic sales, the company’s annual
plan and budget, contract management, and supply chain
and procurement data. Because of these similarities,
companies are able to select from several commonly used or
standard business software applications to effectively
manage information and produce the information, results,
and insights required to manage the business effectively.

Product and Service-Specific Data. Product and service-specific
data are unique to a business sector and relate to the goods and
service solutions created, made and sold in the course of a
company’s operations (e.g., film and TV production, natural gas
and petroleum products pipeline transportation, credit card
payments processing, airline flight reservations, plant-based
protein production, cold rolled stainless steel sheet production,
data from a legal discovery process, etc.). Homegrown or
customized applications may be required to manage and process
forms of product and service-specific data.

Business Sectors. A list of the biggest companies in the U.S. (by
market capitalization or revenues) reveals a heavy concentration in
the technology, consumer goods, health care, financial services,
industrial, telecommunications, energy, oil and gas, utilities,
construction, and basic materials sectors. These companies are
among the largest data generators and processors. Every company
generates data (a) through its internal support functions that tends to
be similar across all business sectors (e.g., HR data) and (b) arising
from its business operations that are unique to its business sector
(i.e., the products and services the company sells).

Web Searches. Google processes more than 40,000 web searches every
second. This amounts to 3.5 billion searches per day on Google, and 5 billion
searches when we include the other search engines.
Social Media. The placement of content on social media fuels massive data
creation. Each day over 500 million tweets are sent on Twitter, four petabytes of
data are created on Facebook (the largest social media platform) by its two billion
active users, and 65 billion messages are sent on WhatsApp. Every minute of the
day, 527,760 photos are shared on Snapchat, 46,740 photos and videos are
posted on Instagram (95 million per day), 4,146,699 videos are watched on
YouTube, and 120 professionals join LinkedIn. Altogether, 300 million photos are
uploaded per day.

US Government is a Prolific Data Generator and Collector. As a group,
government (consisting of the U.S. government, 50 state governments, and
over 30,000 units of local government) is a prolific generator and collector of
information for a wide variety of reasons in the public interest, safety and
welfare of the U.S., including verifying compliance with securities disclosure
laws, evaluating trademark and patent applications and grants, national
security, voter registration, the administration of social security benefits,
understanding demographic changes and other census data in order to allocate
government resources, law enforcement and crime scene processing, border
control, weather and climate monitoring, geological surveys, and surveillance.

Individual Data Generation. By 2025, it’s estimated that 463
exabytes of data will be created each day globally – that’s the
equivalent of 212,765,957 DVDs per day! The amount of data
individuals produce every day is brain-rattling, and most of the
time data are being generated without us even realizing it. The
driving force behind big data is the “data-fixation” of information.
To quote a common example, “in the past, you would just go for a
walk. Today you know it was 10,435 steps long and you burned
450 calories because of it.” People generate over five quintillion
bytes of data each day. Because this figure is meaningless to
most people, it helps to break it down.

Email Communications. We send 294 billion emails each
day. Of the 156 emails sent every minute, nearly 140
million of them (89%!) are spam emails.
Other. Over four terabytes of data are created from each
connected car. Now that our smartphones are exemplary
cameras, over five trillion photos have been stored. The
Internet of Things, with over 200 billion connected “smart”
devices that interact with each other and their individual
owners while collecting all kinds of data, is exploding and
is one of the primary drivers of our expanding data
landscape.

Government Data Generation Business Data Generation Individual Data GenerationI
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Boarding Pass
Credit Score

Driver’s License Fitness Data

Graduation Reception Photo

Sex Offender Registry

Grocery Receipt 

Team Photo

Fingerprints Record of Vaccinations

Blood Pressure Reading

Vehicle Registration

Voter Registration

Web Search History

Mission Critical Data Requires the Highest Level of Security. Whereas
individuals tend to generate data that are personal in nature (i.e., not
considered “mission critical”), “off-the-shelf” applications will do for most types
of personal computing. If an individual loses data, a nuisance is created, but
that’s about as far as it goes (except in the case of identity and financial
theft). As a result, individuals do not regard data security as high a priority as
does government. By contrast, the government and the people who work for
it are far flung and generate vast amounts of unique data requiring
specialized applications. Because data are vital for the government to
perform its core functions, its focus on secure computing is overwhelming.

H

Microsoft Data 
Center - Quincy, 

Washington

Microsoft 
Server and 

Storage Arrays

Cloud Service Providers

Government Savings from Analytics.
Government could gain an estimated $1
trillion globally from low cost and user-
friendly data analytics tools, such as
visualization and dashboarding which can
lead to (a) pattern analysis to predict
negative outcomes, (b) eliminating waste,
(c) detecting fraud and abuse in
government, (d) safety improvements, and
(e) operational process improvements.

Email Servers

DATA CONSUMPTION IN BYTESSender’s Location 
(i.e., Local Area Network or LAN for Individuals and Wide Area Network or WAN for Enterprises)

Messages Disassembled into Smaller Packets for the Internet Journey.
The Internet works by chopping data into chunks called packets. Each
packet then moves from the sender’s location (or local area network or
LAN) to the network of a local internet service provider (ISP), where it
will move rapidly through the internet in a series of steps (or hops).

Next Stop: Long-Haul Transmission by ISP. The next hop delivers the
sender’s data packets to a long-haul ISP, one of the telecommunications
giants that transport data (at the speed of light) on their networks of fiber-
optic cable and routers spanning the globe. ISPs offer the sender access to
their networks for a fee based on connection speeds and bandwidth levels.

Internet Service Provider Network 
(for Recipient)

Recipient’s Location
(i.e., Local Area Network or LAN for Individuals and Wide Area Network or WAN for Enterprises)

How the Internet WorksI
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Data Packet

Data Packet
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The LAN connects 
to the ISPs 

Infrastructure via 
the Modem

Gateway Computing Devices
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Data Packet
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Data PacketRouter

Router

Router
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The size of data is measured in bytes.  Bytes are used to determine (a) the amount of computer storage consumed by data and (b) the 
volume of information that is sent over the internet in a given amount of time. For example, the average American uses about 7 gigabytes or 
GB of mobile data per month. Most ISPs will charge fees to users of their internet networks based on the number of bytes transmitted by the 
user.  Most internet users have heard of kilobytes, megabytes, gigabytes, or even terabytes—everyday amounts of data that represent the 
sizes of, say, an email attachment, two hours of Netflix TV content streaming, or an entire photo library stored in Amazon Photos. However, 
because because the entire digital universe is expected to reach 180 zettabytes (ZB) by 2025, a 410% increase from the current size of 44 
ZB, internet users will need need to learn the measures of larger data sizes.

Abbreviation Unit Value Size (in bytes) Examples
b bit 0 or 1 1/8 of a byte The smallest unit of data that a computer uses. It can be used to represent two 

states of information (a binary decision), such as yes or no
B bytes 8 bits 1 byte One B is equal to a single text character (e.g., “w”), and 10 bytes would equal a word
KB kilobytes 1,000 bytes 1,000 bytes One KB is equal to a sentence, and 100 KBs would equal an entire page
MB megabytes 1,0002 bytes 1,000,000 bytes A 500-page e-book; 1 song download equals 2 to 5 MBs
GB gigabytes 1,0003 bytes 1,000,000,000 bytes 7 minutes of video
TB terabytes 1,0004 bytes 1,000,000,000,000 bytes 130,000 photos
PB petabytes 1,0005 bytes 1,000,000,000,000,000 bytes 20 million file cabinets
EB exabytes 1,0006 bytes 1,000,000,000,000,000,000 bytes How much data each person on Earth produces per year
ZB zettabytes 1,0007 bytes 1,000,000,000,000,000,000,000 bytes As much information as there are grains of sand on all the world’s beaches

YB yottabytes 1,0008 bytes 1,000,000,000,000,000,000,000,000 bytes As much information as there are atoms in 7,000 human bodies

DATA 
TRANSPORTATION

Telecommunications
Wireless/Mobility Service
(Wireless Voice, Data, Text and 

Public Safety Services)

Key Telecommunications 
Services Providers

Wireless and Wireless-
Enabled Products

(Handsets, Wireless-Enabled 
Computers, Wireless Data 

Cards, Accessories)

Wireline Service/ 
Broadband Connectivity

(Internet Service via DSL, High-
Speed, Fiber-Optic, and Copper-

Based Networks)

AT&T
Verizon

Comcast
Charter 

Communications 
(Spectrum)

T Mobile
Cox

INTERNET NETWORK OWNERS
The U.S. internet landscape features miles of fiber-optic cable that connects the country to the world. 

While many owners of the largest fragments of these networks are well-known (AT&T, Comcast, 
Verizon), other less-well-known owners also play a vital role (e.g., Lumen Technologies). There are 
over 2,500 internet service providers in the U.S., but nearly one-half provide wired connections, and 

only a few offer complete coverage across the entire country.

Because data is growing 
faster than anticipated, it 

won’t be long until we 
use a brontobyte (BB or 
1,000 YBs), geopbyte 

(GPB or 1,000 BBs), or  
saganbyte (1,000 GPBs)

Internet Service Provider Network 
(for Sender)

HYBRID AND MULTI-CLOUDS
Hybrid Cloud. Most companies move into the cloud
incrementally, putting some of their workloads on a
public cloud or small-scale private cloud to gauge the
experience before taking the plunge, while relying on
their own data centers to handle the bulk of their
workloads. Other companies more committed to the
cloud may store sensitive financial or customer
information on a private cloud and use the public
cloud to run their enterprise resource planning
applications. In either scenario, these companies are
operating in the hybrid cloud--a mixed computing,
storage, and services environment made up of on-
premises computing, private cloud, and public cloud
services, with orchestration among them.
Multi-Cloud. A multi-cloud environment is one where
an enterprise uses more than one cloud platform that
each delivers a specific application. Governments and
enterprises use multiple cloud vendors so they can
choose IT services from various companies to (a)
avoid being locked in to one vendor that might raise
prices, (b) use what they perceive as the best-in-class
capabilities from a particular cloud service provider,
including those related to cloud storage, data analytics
or artificial intelligence, or (c) ensure they have a
backup in the event of an outage at a cloud service
provider. The downside of this approach is
“interoperability”—i.e., not have having a platform or
process in place to integrate various cloud services
into a usable format—but many tools and systems to
deal with interoperability issues are available from
companies such as IBM and Accenture.
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Wireless 
Router (i.e., 

a Switch)

Modem Wireless 
Router (i.e., 

a switch)

Modem

Arrival. In the final step, the destination device (the 
recipient’s computing device) reassembles all the 

sender’s data packets into a coherent message. (A 
separate message goes back through the network 

confirming successful delivery.)

The Path is Neither Direct Nor Straightforward.  The journey of the data packets often takes several more 
paths, which are plotted out one by one by the routers in the ISP’s network (in accordance with a so-called 

”Border Gateway Protocol” or BGP), as the data packets moves across the Internet.  For the system to work 
properly, the BGP information shared among routers cannot contain lies or errors that might cause a data 

packet to go off track – or get lost altogether.
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The Promise of Data. Many experts believe data (and particularly big data) hold the key
to the future because of their ability to reveal patterns and connections that significantly
improve lives from secure self-driving cars to more effective pharmaceutical treatments
to more reliable weather forecasts enabling farmers to get better yields or predicting
drought conditions. To understand how to harness the benefits of data, the starting point
is to understand what data are, who generates data, and who collects data.

Data Creation. Data volumes have skyrocketed. From 2010 to 2020, the amount of data
created, captured, copied, and consumed in the world increased from 1.2 trillion
gigabytes to 59 trillion gigabytes, an almost 5,000% rate of growth! IBM estimates there
are 2.9 million emails sent every second, 375 megabytes of data consumed by
households daily, 500 hours of video uploaded to YouTube every minute, 24 petabytes
of data processed per day by Google, and 73 products ordered on Amazon per second.
More data was generated in the last two years than in the entire human history before
that. The total amount of data created, captured, copied, and consumed globally is
forecast to increase rapidly, reaching 180 zettabytes in 2025. We are swimming in a
world of data.

Data Creators. Every individual, business enterprise, and government agency
anywhere generates data. Individuals constantly generate data, primarily of a personal
nature. On Google alone, people submit 40,000 search queries per second, which
amounts to 1.2 trillion searches yearly! Each minute, 500 new hours of video show up
on YouTube. That’s why there are more than 1 billion gigabytes (1 exabyte) of data on
Google’s servers! People share more than 100 terabytes of data on Facebook daily.
Every minute, users send 31 million messages and view 2.7 million videos. Smart
devices (for example, fitness trackers, sensors, and Amazon Echo) produce 5 quintillion
bytes of data daily.

Every business generates data (a) through its internal support functions (e.g., human
resources, procurement, legal, accounting, R&D, sales and marketing) that tends to be
similar across all business sectors and (b) arising from operations that are unique to its
business sector (i.e., the products and services the company sells), such as healthcare
(health insights, data on the effectiveness of different drug treatments, and
improvements in emergency room care), banking (customer account balances, and loan
delinquencies), entertainment media (the TV shows subscribers watched during peak
viewing hours), retail (customer profiles and purchase histories and habits), energy and
utility industries (sensors that indicate turbine and engine performance), construction
(building construction sequencing, and subcontractor scheduling), and transportation
(train conditions and fuel consumption).

In the U.S., the federal government is perhaps the most prolific generator of data,
including weather, employment, and economic statistics, surveillance footage of foreign
troop movements, the flight paths of asteroids and comets, the amount of government
student loans outstanding, and data on the incidence of disease.

Data Collection. Although individuals, businesses and government agencies generate
data for themselves (original data generation), each data generator is involved in
collecting data from the other data generators, which itself is a form of data generation
(secondary data generation). For example, a business will collect personal data from its
customers in order to establish an online banking account, the government will request
data from a pharmaceutical company to determine whether to grant approval for a new
drug, and individuals will collect data from the government or a business in order to
initiate litigation.

Round-Trip Process. Raw, unprocessed data will be transported from an individual’s
device (whether acting alone or for a business or government entity) to a data center,
private cloud or public cloud and back again as refined data. This cycle is essentially a
"round-trip" process, where data is effectively mined, shipped, refined, and shipped again.
Although the round-trip process typically occurs in the blink of an eye, the transport of
data (as with any shipping process that involves logistics) takes time.

Computing (i.e., Analyzing and Processing). Over 99% of collected data never gets used
or analyzed. Despite this tremendous waste of data, data that are ultimately used will be
processed into more valuable products for their owners, such as (a) for individuals, a
photo collection or recommended music playlist, healthy diet plan, or exercise regime for
individuals or (b) for businesses, insights on how to increase productivity and reduce
costs, when to repair equipment, what goods to produce (and the price to sell them), or
whether fraud may be occurring.

Applications. Big data is only as useful as the ability to read it. Therefore, data
generators and collectors need tools to analyze and read the data. Businesses use tools
to extract data from business systems and integrate it into a repository, such as a data
warehouse. Once in the warehouse, the data can be analyzed. Analytical tools range
from spreadsheets with statistical functions to enterprise resource planning systems
(ERP), customer relations management programs (CRM), payroll tools, and operational
systems.

Edge to Core to Cloud. The applications can be located (a) on-device (i.e., on the same
computing device where the data are stored), (b) on-premises (i.e., in a data center
maintained by an enterprise at a central or core location), (c) at the edge (i.e., at the
location near where the data are generated), (d) in the cloud (i.e., a data center operated
by a cloud service provider, where over 30% of all stored data is uploaded), or (e) any
combination of the above. Because the data landscape is more dispersed than ever, the
modern organization requires IT solutions that capture and analyze data as they move
from “edge to core to cloud.”

Storage. Once generated, data will be stored until needed (a) on disks embedded in
stationary and mobile computing devices (e.g., desktop and laptop computers, tablets,
smartphones, digital assistants, wearables/watches, and fitness trackers), (b) in data
centers operated by government agencies and business enterprises, and (c) in the cloud
(i.e., mega-data centers operated by cloud service providers). Surprisingly, only a small
percentage of newly created data (2%) is kept. Nonetheless, in line with the rapid
growth of the data volume, the installed base of storage capacity is forecast to increase
at a compound annual growth rate of 19.2%.

The Internet.  Data (called messages) will be transported by its sender to a recipient 
along the internet, a worldwide computer network (owned and operated by internet 
service providers) that transmits a variety of data and media across interconnected 
devices.  In the year 2000, only 52% of US adults used the internet.  That number jumped 
to 90% in 2020.  Approximately 7.5 billion people are projected to use the internet by 
2030 when 500 billion devices will be connected to the internet.

Receipt and Consumption. Once refined data are received, government agencies,
enterprises and individuals can delete the data, consume it (and then delete or store the
data), or work on the data (which restarts the data cycle).

Downstream: 
Data Transport & Consumption
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